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1. Introduction

The theme of this article is to protect places with a large concentration of people:
the metro. Given the recent events and the increasing number of terrorist attacks, this
Is a topical issue. The aim of the article is to get as much information as possible about
the security measures of the metro system, to find out what are the current trends in the
security of the metro system in the Czech Republic but also in the world and to compare
these measures. The main aim of the article is to create well-arranged and, as far as
possible, comprehensive material on the metro system, in particular the risks, including
their enumeration, and how they can be prevented through safety measures, or at least
as effectively as possible.

2. Metro in Europe and the world

The metro system in the world differs mainly in the security used. Some states
use turnstiles, while others have canceled turnstiles, elsewhere in the world we find
tubes or safety barriers that prevent people from accidentally or deliberately falling into
the track. However, even this kind of security is not always 100%. There are known
cases, for example from China, where a crowded person did not get into the metro
wagon in time and remained trapped between the already closed tube door and the
metro door.

London Underground

The London Underground is the oldest in the world and was put into operation on
January 10, 1863. It can carry around 4 million passengers a day. Currently, there are
292 stations on 12 lines with a total operating length of 452 kilometers. Some routes
are underground, others subsurface, routes outside the city center usually run on the
surface. [1] The most obvious difference from the metro in the Czech Republic is the
provision of newer London metro stations with safety walls. The main reason for their
use was perhaps somewhat surprising. Reportedly it was primarily to reduce the air
flow caused by emergency fans, which are activated in case of fire. The secondary
function of the safety walls was the function of the barrier against the fall of passengers
into the track. Another difference is the turnstiles at the entrances to the metro, which
were canceled in the Prague metro. [2]

Paris Metro

In Paris we find one of the oldest underground railways in the world. Plans to build
date back to 1845, the first line was put into operation on July 19, 1900 on the occasion
of the World Exhibition and Olympic Games. Paris Metro has a very dense network of
lines, the largest in the world. It has two lines more than the London Underground, 14
lines of 370 stations. The Paris Metro system has a total of 213 kilometers of tracks
and can carry around 5 million passengers a day. [3] There are two types of trains on
the lines, classic metal wheels and rubber tires, thanks to which the trains are able to
handle a greater slope of the route. Like some London Underground lines, the Paris
Metro has security walls.
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Some lines have been run without driver, everything is automatic, there are optical
sensors to ensure that no one gets stuck in the closed metro door. As in the London
Underground, there are turnstiles at the Paris Metro.

New York subway

For the first time, passengers in New York City traveled the subway on October 27,
1904. The New York Metro is one of the busiest subway systems in the world, carrying
up to 6 million passengers a day. On routes with a total length of 368 km there are 26
lines with 468 stations. Some sources indicate different numbers because of the high
number of connected and interchange stations that someone may or may not count. The
subway in New York is less specific, as it operates 24 hours a day, seven days a week.
After the attacks of September 11, 2001, it was forbidden to take pictures at the stations
and the metro, now it is again permitted, police officers carry out random baggage
checks without giving any reason. Trains are equipped, among other things, with a
safeguard against sudden disability of the driver or his sudden death. It ensures that the
train does not continue to travel. [4]

3. Metro as an object of civil protection

The metro system is not only used to transport residents, but also to hide or
evacuate them in the event of an emergency as a so-called permanent pressure-resistant
shelter. These are 'permanent protective areas in underground parts or detached
underground objects'. [5] It is able to protect sheltered persons against all sorts of
hazards such as pressure waves, penetrating radiation, radioactive contamination, light
and heat radiation, chemical and biological weapons . [6]

From the metro system to the highest protection shelters in Prague include:
¢ all metro stations of line A;
e metro station line B from Nové Butovice to Ceskomoravska;
e metro station line C from Roztyly to H4je and from Vltavska to HoleSovice.

The system of permanent pressure-resistant shelters does not include vestibules located
just below the surface.

Metro protection system

"The metro protection system is a complex of premises and equipment inside and
outside metro stations and tunnels used to hide and evacuate Prague residents in
emergencies." [7] The metro protection system includes only mined stations and mined
track tunnels with technological background because they resist direct hit by an above-
ground nuclear bomb explosion. [8] The tunnel built by excavation has a lower
resistance to the pressure wave. The protection system therefore does not include the
entire section from the Florenc station to Kacerov and all surface and aboveground
parts of the metro. Underground protection systems include underground garages at
Dejvicka station and garages at Vltavska station. It is a completely self-sufficient
system.
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In addition to weapons of mass destruction, radiation, and the effects of chemical
contamination, the system can also protect against floods and floods caused by a
rupture of the Vltava cascade. The height of this storm wave is estimated 17 meters
above the normal river level.

The metro protection system can accommodate approximately 300,000 people,
after the completion of the D-line and the inner metro circuit, the capacity is expected
to increase to approximately 600,000. The hiding time is only 72 hours, even though
the original intention was 21 days. However, given the financial situation of the then
Czechoslovakia and the consideration of security risks, this intention was abandoned.
The time of putting into operation of the metro protection system depends on the type
of emergency. In case of a war conflict, the commissioning is spread over several days,
because it is planned to gradually declare crisis situations. On the other hand, in the
case of a storm wave from the Vltava cascade, it is desirable to get it up to speed as
quickly as possible, and this is possible within six hours after the train runs have ended.

4. Model situations, subway incidents and measures

Fires

Subway fires can be caused by both human negligence, intention and technical
malfunction. In the past, the most famous cases of fires in the Moscow and London
Underground. Fires did not escape the Prague metro. There were several fires in
Prague, most often as a result of a short circuit in the power line, ignition of the wiring
or malfunction of the car lighting fuse. In no case, however, was there any loss of life
or injury. From 1981 to 2001, there were nine fires. As for the Prague metro, fires were
mainly due to the imperfect wiring of unreliable Russian wagons. In connection with
this, in 1994 the government acted and approved the reconstruction of the wagons in
order to improve the wiring of the trains. Since then, the Russian cars have been
reliable.

Large fire in the London Underground

A major fire at King's Cross on 18 November 1987 led to a re-evaluation and tightening
of fire safety measures. Human negligence in the form of a discarded cigarette or match
was responsible for the burst of dust and garbage under wooden escalators.
Subsequently, a large fire arose, which was exacerbated by the explosion and spread
of the fire. Moreover, the incident occurred at peak hours in the evening and at the
busiest station. Many passengers were trapped in the station because of the flames.
More than 150 firefighters intervened and the fire was brought under control in two
and a half hours. The unfortunate event did not go without victims, both in the ranks
of passengers and on the side of intervening firefighters. The final number was 31
victims. Ironically, smoking in the subway was banned after a similar incident in 1984
when it burned at the Oxford Circus tube station. However, some passengers have
ignored the ban and lit cigarettes already on escalators. [9] Despite all precautions, fires
cannot always be wholly prevented, as shown by a fire in the Holborn Metro Station
last April as a result of an electrical defect. [10] extinguished after more than 36 hours,
5000 people had to be evacuated. [11]
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After the 1987 event, the escalators were replaced with non-combustible metal
and other measures were taken. [12] The current fire measures include a system that
automatically activates in the event of a fire and fire department informs the fire
brigade, public warning system, all parts of the station must be kept clean, for the
combustible waste there is a designated area in the station and it is separated from other
parts, the station must be made of materials of limited flammability, personnel training
etc.

¢ )

Fig. 1. Fire at King's Cross Station in London.

Fire-fighting measures
Current measures in the subway to prevent, or at least mitigate the effects of fires
include, for example, a system that automatically activates in the event of a fire and
informs the fire brigade of the occurrence of a fire. Another measure is the public
warning system, the obligation to keep all parts of the station clean, the combustible
waste is designated in the station reserved area and it is separated from the other parts,
in addition, the station must be of materials of limited flammability smoke. [13]
Today, metro systems around the world are commonly equipped with CCTV
systems. For early detection of fire, cameras can be equipped with fire video smoke
detection capabilities. The camera is able to detect even a small amount of smoke in
the video image. It then warns users of the system by alerting them to a computer
monitor. In the Prague metro, CCTV monitors platform parts and escalators, their
primary function being to monitor the flow of traffic. Only the camera recordings that
are transmitted to the control room are stored, the rest are not, there are no financial
means.

Floods

Floods are a threat from which the metro system must be protected. In the past, they
had to face floods, for example, in Japan, specifically in the Tokyo subway, or even in
New York. The Prague metro was hit by the worst floods in 2002, when a large number
of stations were flooded and subsequent repairs and restoration were very expensive.
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Floods in the Prague metro

The most devastating floods with regard to the Prague metro took place in August 2002.
On Thursday, August 8, 2002 in the evening, at exactly 20:30, the 2nd flood level was
declared.

A few days later on Monday, August 12, 2002, operation without restrictions was
ensured for the time being, but construction of flood walls between the Vltava River
and the Nadrazi HoleSovice station started to prevent the penetration of 100-year-old
water. At 11:00 the third level of flood activity was announced and the implementation
of flood protection measures started.

It is slightly surprising that the flood plans of the City of Prague and the Prague
Public Transit Co. do not match the list of endangered stations. In the flood plan HI.
The following stations were considered as endangered stations: Staroméstska,
Ktizikova, Florenc - B, Smichovské nadrazi, Vltavska, Invalidovna and Palmovka.

Upon reaching the 3rd degree of flood activity, the closure of these endangered
stations was expected. On the other hand, the flood plan of the Prague Public Transit
Co. Inc. The City of Prague defined other stations as endangered, namely Nadrazi
HoleSovice, Malostranska, Kiizikova, Invalidovna, Palmovka, Florenc - B and Florenc
- C. [14]

On Monday, August 12, 2002 from 13:15 to 16:45, the construction of flood
protection barriers and closing of pressure closures of ventilation shafts took place.
Among the first stations where flood barriers were built were stations of line B:
Palmovka, Invalidovna, K¥izikova and Florenc. Then the pressure closures were closed
in the ventilation shafts between the stations Staroméstska and Malostranska and at
Nadrazi HoleSovice. Flood patrols on individual metro lines were also identified.

The last trains on 12 August 2002 with passengers in both directions in the
section Florenc - C and Nadrazi HoleSovice passed at 22:45:48 and 22:47:00. Subway
transport in this section was then terminated and replaced by bus service. Shortly after
the last subway ride, at 11:11 pm, the evacuation of workers from Nadrazi HoleSovice
and Vltavska stations was ordered.

At 23:20 firefighters went to Nadrazi HoleSovice station to drain water from
flooded rooms of short-circuiting devices. On line B, the last passenger train at
Ktizikova station stopped at 23:56:24. Then the Ktizikova station, the eastern vestibule
on Palmovka, the TéSnov vestibule of the Florenc - C station and the direct exit from
the Florenc - B.109 station were closed. [14]

292



DAAAM INTERNATIONAL SCIENTIFIC Book 2019 pp. 287-300 Chapter 24

,.—\-

o — ﬁ
— \ .
D"INTI\—\ \ ﬂ Nam. Miru
Hradéanska \ ?_}_,—RL 9 //‘

\’\/
ibeno .\\~ Db

Hloubétin

—— vn 5
Hiavnd Muzeum
nadradi

Paviova

Fig. 2. Floods 2002 - flooded stations

Flood protection measures

Given that the metro area is also intended to serve as a civil protection facility for the
evacuation and shelter of the population, the issue of subway security is essential. Some
metro lines are built under the river and therefore have to face strong pressure and
stress. Some measures have been improved following the devastating floods of 2002,
when several stations and trains were flooded and new or improved existing measures
were taken.

The problem of leakage water is thus solved by gas closures, the water is drained
by a drainage trough located between the rails into collecting sumps. Each well
contains a pair of pumps with automatic operation. The operation of the sump depends
on the water level. In order to prevent damage as much as possible and best, the
operation and failure of the pumps or the overflow of the sump are controlled by the
technological control room.

Concerning the Prague metro, after the floods of 2002, the so-called metro flood
protection principles were developed based on new experience. Many modifications
have been made, the main endeavor is to prevent water from penetrating into the
underground space by 60 cm higher than in August 2002. Protection is divided into
primary and secondary. Secondary protection is represented by pressure seals. elements
of metro protection system. The elements will be activated at the time of the flood and
will provide protection in the event of a primary protection violation or water spill.
Others are measures to prevent deformation of subway structures caused by hydrostatic
pressure and buoyancy. [15]
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5. Terrorist attacks, physical attacks

Of the past, the most well-known are the terrorist attacks on the Tokyo subway
and the Moscow and London subway bombs. Fortunately, terrorist attacks avoided the
Prague metro, but several incidents occurred when one passenger attacked the knife of
the other, etc. Terrorist attacks are very difficult to prevent, both because of the huge
concentration of people in the vestibules of the metro and secondly, security measures
are too expensive and some difficult realizable.

Terrorist attacks in the Tokyo subway

The Sarin attack of the Om Shinrikyo sect can be considered the first case of a
subterranean terrorist attack. It was committed in the morning rush on March 20, 1995
by five members of the Om Shinrikjo sect. They set up plastic capsules filled with 900
ml of liquid sarin in three-line metro trains. To make the capsules look more subtle,
they wrapped them in newspapers, laid them down on the ground, and punctured the
tip of the umbrella at the designated stations. [16] In a few minutes, passengers
experienced health problems in the form of eye pain and pressure, severe headaches,
difficulty breathing and severe convulsions. Sarin damages the respiratory organs and
central nervous system, respiratory muscles are paralyzed, leading to death. The sarin
attack resulted in 13 dead and 5,500 poisoned persons.

Less than 10 liters of sarin were produced by a religious sect to attack the Tokyo
subway. Due to the amount of impurities, however, it was a poor quality product,
resulting in the death of hundreds or thousands of passengers. A police investigation
found that it was about 30% sarin. Up to 97% sarin can be achieved by thorough
purification.

The first attack report was received by the control center at 8:09 am from Tsukiji
Station. Within an hour, the number of attacked stations climbed to 15. At all stations,
medical staff intervened, totaling 1,364 and 131 ambulances. The Fire Rescue Service
was unable to coordinate communication, which resulted in the loss of contact with the
doctor at the emergency services dispatching center. There is a significant limitation to
this problem, since professional first aid can only be performed with the consent of the
physician. It was therefore necessary to contact a physician at the Tokyo Emergency
Management Center for each operation.

As a result, all seriously injured patients were provided with all necessary care
only in hospitals. There was no decontamination of the patients on site. The police
closed the entrances to the attacked metro stations within an hour of reporting the
attack, samples of the substance were taken and analyzed. After two hours the analysis
resulted in a mistakenly dangerous substance acetonitrile. At around 11:00, sarin was
finally correctly identified. It is somewhat astonishing that the results of the analysis
did not come to the attention of the fire brigade and hospital staff until 11:00 am from
television broadcasts.

Terrorist attacks on the London Underground

The London Underground was the target of suicide terrorist attacks on July 7, 2005,
resulting in a total of 52 dead passengers and hundreds injured.
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The attackers were four, Shezzad Tanweer, Mohammad Sidique Khan, Jermaine
Lindsay and Hasib Hussain, aged 18 to 30. All but Jermaine Lindsay were born in
Great Britain to Pakistani immigrants. Three terrorists detonated in the subway, the last
and youngest of them, eighteen-year-old Hussain, on a double-decker bus. They used
home-made organic peroxide-based explosive devices stored in their backpack. [17]
All three explosions in the subway occurred just before 08:50 in the morning. The first
explosion at Edgware Road station killed 6 people, another 163 were injured. A second
attacker detonated between Aldgate and Liverpool Street, killing 7 passengers and
injuring 171 passengers. The third explosion was the most deadly one, on the line
between King's Cross and Russell Square, with 26 deaths and 340 injuries. Near King's
Cross on Tavistock Square, the last striker fired. But it happened an hour after the
explosions in the subway. In an explosion on a double-decker bus, he killed 13
passengers, injured at least another 110. [18] Originally, the fourth terrorist was in
King's Cross subway station, captured on cameras. Later it was found that at 08:55 he
tried unsuccessfully to contact his three accomplices. [19]

At a presentation of 5 May 2006, Mr Stuart Goodwin, United Kingdom Police
Liaison Officer, presented the investigation. Shortly after the attacks, a missing persons
reporting line was put into operation. The search for the crime scene took place under
difficult conditions, because the tunnels were extremely hot, the rats were carrying
parts of the bodies of dead passengers. All of this took a day and a half, after which the
sets were packed and picked up from the tunnel. An essential role in the investigation
was played by a large-scale camera system, accounting for about 20% of all street
cameras in the world. The first clues led to a person named Khan, and on the missing
persons reporting line reported the family of a lost son who had just traveled to London
with Khan. A group of four suspicious men was recorded on the cameras, and later
their car and the apartment in Leeds where the bombs were produced were tracked
down. Subsequently, their journey from Leeds to the subway where they split up was
reconstructed. One of the perpetrators was unable to get to the subway because of
congestion, panicked, walked the streets for tens of minutes, as detected by a camera
system, then got on the bus and activated the explosive there. If he opted for an
explosion in the vestibule in the queue of turnstiles, the death toll would be many times
higher. [20]

6. Physical attacks

In addition to terrorist attacks, we encounter perpetrators in metro around the
world, who threaten their behavior and physically attack other passengers. Similar
incidents occurred in Prague and London, for example. On the London Underground
at Leytonstone Station in December 2015 at around 8:00 pm, a man attacked another
passenger and caused serious injuries. Another two people slightly injured. Shortly
after the attack, the perpetrator managed to detain. [21]

A similar case of knife attack occurred in March 2015 in the morning when a
21-year-old Slovak attacked another passenger at the Invalidovna station and caused
him very serious neck injuries. He chose his victim at random. Against another
assailant, police had to intervene quite recently at Karlovo namesti metro station on the
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night of December 22, 2015. A drunk and drugged, very aggressive man threatened
other passengers with a knife.

Relatively media-known is the attempted murder at Kacerov Station in July
2014. The offender attacked his former wife, who is employed as a turnstile guard and
broke into the control room. To assist the assaulted woman, an employee of the
Transport Company rushed and was finally stabbed in the stomach with a kitchen knife.
Thanks to the summoned help, the man survived. [22]

The tragic end had an assault on policeman Jan Mat on August 2, 2002, a
midshipman serving in the Metro Department. Prior to 18:00 at the Museum station,
the perpetrator Alexander Krucinin threw an unknown explosive under the wheels of
the train arriving at the station and stabbed a homemade made lance of pensioner Milan
Vitek. Jan Mato and his colleague, a two-man patrol of police officers, came through
the panicked crowd first. The offender attacked the police officer with his improvised
lance weapon and stabbed him several times in the chest. John Mato succumbed to his
injuries before he could summon. [23] Alexander Krucinin committed suicide by
hanging in custody. [24]

Security precautions

Securing the metro is very difficult, safety measures will never be sufficient. After the
terrorist attacks on September 11, 2001 in New York, all waste bins were prevented
from the Prague metro. Nine years later, the baskets returned to the subway with the
only difference that they were special counter-terrorism baskets of Israeli production.
Magistrat hl. The City of Prague bought 90 pieces, one of which is worth 87 thousand
CZK. These baskets are strategically located at the stations with the highest
concentration of people - ie. transfer station and city center. The baskets are very
sturdy, one weighing over 400 kg and consists of two steel shells - inner and outer.
This prevents the blast wave from spreading to the sides, but instead directs it into the
ceiling and the basket does not fall apart. [25] Some cities, such as Washington, are so
far away that their baskets are able to detect the luggage substance through sensors to
detect whether it is an explosive.

7. Accidents, derailment of the metro

Probably the most famous recent accident is the derailment of the Moscow Metro
in 2014. The metro derailed in Prague in the past as well, but the accident did not have
the same tragic consequences as the derailed metro in Moscow. The Prague train
derailed on November 21, 2005 during a test run on the test track. It was a new set of
Siemens M1, which passed through the signal, end rail stop and fence. No one was
injured in the accident. The reason for derailment was the driver's failure to keep speed
and instead of 60 km / h was driving 80 km / h. Although the automatic braking system
braked the train, the speed was exceeded too much and the train was only braked. [26]

Metro derailment in Moscow

The Moscow metro accident of July 15, 2014 is one of the worst that happened here.
In the morning rush hour at 8:39 local time, three metro cars derailed. It was a stretch
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between Slavjanskij bulvar and Pobédy Park. [27] 24 people died in the accident and
another 162 were injured, some of them seriously. The work of rescuers and firefighters
was particularly hampered by the fact that the accident occurred at the deepest metro
station in Moscow at a depth of 84 meters below the ground. [28] The rescue work was
not completed until the following morning. The fault of derailment was the wrong
handling of the switch. The day after the event, the maintenance master and his deputies
were arrested, who were in charge of installing the switch that took place in May. They
were accused of breaking the security rules. [29]

Seoul subway line collision

Two subway trains collided in the South Korean capital at a subway station on May 2,
2014 at 2pm. The reason for stopping the first set was technical problems, the second
set then hit it in the tunnel from behind. One of the wagons derailed after the impact.
Several dozen passengers were injured in the accident, the exact numbers of the injured
vary depending on the sources, some talking about 78 to 170. [30] Nobody died in the
accident. Some passengers, however, disobeyed the calls to wait in the trains and
forcibly open the doors of the train and leap out. About a thousand passengers had to
be evacuated. The reason for the accident was a fault in the signaling. [31]

Security precautions

The question arises as to whether a similar situation could also occur in the Prague
metro. The Prague Public Transit Co. is trying to minimize this risk as all lines are
regularly checked and maintained. Latch tests of switches are carried out every day,
defectoscopic inspections and measurements are scheduled on a regular basis. In
addition, the Prague metro is more modern and more modern are the security facilities.
Part of the Soviet trains were gradually replaced by new ones, some old trains
underwent a complete reconstruction. As far as electrical and safety equipment is
concerned, harmful and flammable materials have been removed. However, of course,
it is not possible to rule out a similar accident 100%. In this case, rescue service
exercises are regularly carried out. [32]

8. Security measures and their comparison

No security measure is 100%, there is a weakness everywhere, be it turnstiles,
human factor, station itself and the material used in their construction, station locations
not covered by security cameras, information available about the metro system, its
security, As already mentioned at the beginning of subchapter 5.4, the metro system is
very difficult to secure and protect against terrorist attacks. Terrorism experts agree on
this. Libor Lochman, director of the anti-terrorist police unit, is of the opinion that
metro protection is almost impracticable. There are plenty of ways to protect the metro
as much as possible. In Washington, baskets are installed in stations that have the
ability to detect explosives. However, these are somewhat unnecessary if the explosive
device is stored elsewhere than in the basket. Turnstiles at subway entrances can be
fitted with safety frames, but the attacker does not even have to pass through them to
commit the attack.
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All he had to do was put his bag of explosives in the crowd, which no one would
notice and then detonate. In the Prague subway, dispatchers are obliged to monitor
whether any of the passengers has put a suspicious bag or other object in the vestibule,
but bringing the bomb into the metro does not prevent it.

Other security measures could be introduced in the Prague metro, such as the
Washington Metro, which is considered one of the best secure metro systems in the
world. Washington Metro is equipped with both chemical and biological sensors,
specially trained bomb-hunting dogs, explosives detectors, and clever waste bins to
detect explosives stored in them. There are also special police units in the Washington
subway, which are also on the Prague subway, but those in Washington are able to
intervene within five minutes of the incident. The problem of Dopravni podnik hl.
However, the City of Prague is where to get funds for the implementation of these
measures. The transport company does not have enough resources for such costly
measures, one chemical detector costs some millions of dollars. [32] Even the security
cameras placed in the vestibules of the Prague metro are not primarily intended for
protection against terrorist attack, but only for monitoring station traffic and monitoring
places where passengers are most at risk, such as escalators.

9. Conclusion

The aim of the article was to create the most comprehensive material with an
overview of various types of risks and related safety measures applied in metro systems
in the Czech Republic and abroad and current trends in security. This goal was
achieved. After studying the available sources and literature | can state that the security
of the metro system in Prague is at a very good level, although some types of security
measures are not applied. Furthermore, I discussed the individual risks that may occur
in the subway, whether of natural origin or human factor. At the same time, | proposed
measures to avoid these risks, or at least to eliminate possible damage to health and
property to the lowest possible level.
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