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Abstract 

 

Organizations increasingly rely on heterogeneous Internet of Things (IoT) systems, yet existing research on integrating 

Large Language Models (LLMs) with IoT infrastructure via the Model Context Protocol (MCP) primarily addresses a 

narrow, single-domain application rather than multi-agent coordination at the organizational level. This research 

proposes an extensible software-hardware architecture for managing organizational IoT systems, where MCP serves as 

a central integration layer between LLM-based Agents and physical devices. The proposed architecture extends the 

existing decoupled IoT-MCP design with an Agent Orchestrator which instantiates one or more Agent sessions for a 

given task and retains central authority over their coordination with a generic tool design based on a device registry. In 

this design, tools are defined by function rather than by specific physical devices, allowing devices of already supported 

types to be integrated into the system by adding them to the registry, without modifying existing tools or logic. Each 

design decision is justified by its implications for extensibility and coordination, including constraints introduced by the 

architecture itself. A minimal implementation using simulated hardware is provided to illustrate the described 

mechanisms and serve as a starting point for further development, while empirical evaluation remains a subject for 

future research.  

 

Keywords: internet of things; model context protocol; multi-agent systems; agent orchestration; large language models 

 

 

1. Introduction 

 

The rapid advancement of digital transformation has significantly increased the adoption of interconnected devices 

and intelligent systems across various application domains. Organizations are increasingly relying on the Internet of 

Things (IoT) to collect, exchange, and process data in real time, enabling more efficient decision-making, automation, 

and optimization of business and operational processes. As IoT ecosystems continue to grow in scale and complexity, 

there is an increasing need for reliable architectures capable of coordinating communication, data exchange, and 

intelligent decision-making across heterogeneous devices and systems. 
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Industry 4.0 requires the integration of people, data, services, and physical objects through the interaction of multiple 

technological components. Internet of Things (IoT), together with cyber-physical systems, big data, and cloud solutions, 

is considered one of the key enabling technologies supporting this transformation [1]. Digital farming relies on sensors 

and IoT devices to collect and analyse data for decision-making, enabling continuous monitoring and timely responses to 

ever changing conditions. Sensor networks provide real-time data, while IoT devices enable the transmission of collected 

information and remote access to it, supporting improved resource management, higher productivity, and reduced 

environmental impact [2]. Automation and the Internet of Things have become closely associated with manufacturing, 

logistics, and transportation, while IoT applications should be seamlessly integrated into Manufacturing Execution 

Systems (MES) [3]. 

Recent advances in Large Language Models (LLMs) and the emergence of the Model Context Protocol (MCP) provide 

new opportunities for standardized communication between intelligent agents, information systems, and IoT devices. 

These developments enable the design of more flexible and interoperable architectures for managing complex IoT 

ecosystems. 

The objective of this research is to propose an extensible architecture for managing organizational IoT systems in 

which MCP serves as the central integration layer between LLM-based agents and physical IoT devices.  

The research is guided by the following research questions: 

 

1. What is the current state of research and the key achievements in the fields of the Model Context Protocol, the Internet 

of Things, and multi-agent systems? 

2. How can an extensible architecture be designed for managing an organizational system of Internet of Things agents? 

 

The rest of the paper is organized as follows. Section 2 reviews related work on MCP, IoT and multi-agent systems 

while Section 3 describes the research methodology. Section 4 presents the proposed architecture and Section 5 presents 

the illustrative implementation of the proposed architecture. Section 6 discusses limitations and future work while Section 

7 concludes the paper. 

 

2. Literature review 

 

This section reviews recent research related to the application of artificial intelligence (AI), Large Language Models 

(LLMs), the Model Context Protocol (MCP), and multi-agent systems in Internet of Things (IoT) environments. The aim 

of this literature review is to identify existing approaches, architectures, and research directions, with particular emphasis 

on the integration of MCP with IoT systems and intelligent agents. By analysing the objectives, methodologies, and main 

contributions of recent studies, this review provides an overview of the current state of the art, highlights existing research 

trends, and identifies research gaps that motivate the software–hardware architecture proposed in this paper. 

Rahman et al. [4] propose a secure multi-agentic Intelligent Internet of Medical Things (IIoMT) framework for 

multimodal dyslexia screening by integrating specialized AI agents with Agent-to-Agent (A2A) communication and 

MCP-based tool orchestration. The framework combines four complementary screening modalities and enables 

coordinated analysis, persistent contextual intelligence across sessions, and secure inter-agent collaboration. The novelty 

of the research lies in integrating A2A collaboration, MCP orchestration, multimodal reasoning, and security-by-design 

within a single IIoMT framework. 

Babun et al. [5] propose an AI-supported agent-based security model for the Internet of Things with the aim of 

improving the adaptability, scalability, and effectiveness of IoT security solutions. The proposed framework combines 

agent-based modelling, digital twins, synthetic data generation, and multi-model AI to support multiple IoT security 

research areas, including intrusion detection, traffic analysis, access control, software security, and taint analysis. The key 

contribution of the research is integrating agent-based modelling with AI-driven security analysis, enabling the generation 

of diverse synthetic IoT datasets for training AI models capable of detecting a broader range of cyber threats. 

Li et al. [6] investigate the integration of Zero-Trust Foundation Models (ZTFMs) into IoT systems with the aim of 

establishing a secure and trustworthy foundation for AI-driven IoT environments. The main contribution of the research 

lies in presenting the first structured synthesis of ZTFMs for IoT by formalizing four core zero-trust principles and 

proposing a unified architecture that combines federated learning, blockchain-based identity management, micro-

segmentation, and trusted execution environments to support secure, privacy-preserving, and collaborative AI in 

distributed IoT systems. The study also identifies current limitations and outlines future research challenges related to 

scalable trust management, secure orchestration, and resilient AI-driven IoT infrastructures. 

Othman et al. [7] propose a 6G-assisted Internet of Things security mechanism using artificial intelligence (6G-ISM-

AI) with the aim of improving the security, energy efficiency, and communication performance of AI-enabled IoT 

environments. The research is based on the design of a two-module architecture comprising an AI-based security module 

using a refined deep neural network and a power-efficient real-time 6G communication framework. The proposed 

approach is evaluated through simulations using the IoT Security Stack Overflow dataset and compared with existing 5G-

based solutions. 

He [8] proposes an artificial intelligence-based Internet of Things detection system for English translation with the 

aim of improving translation detection accuracy and sentiment recognition in IoT environments. The proposed approach 

uses deep learning techniques and implements a three-module architecture consisting of data processing, speech 
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recognition, and model training. The research methodology is based on the design and experimental evaluation of the 

proposed system. 

Zeng et al. [9] investigate the application of Large Language Models (LLMs) for improving Internet of Things security 

by proposing an LLM-driven IoT security assistant enhanced with an IoT Chain-of-Thought (ICoT) reasoning process. 

The research follows a design-and-evaluation methodology, in which the proposed ICoT framework is integrated into an 

LLM-based security assistant and experimentally evaluated using IoT vulnerability and exploit datasets across four state-

of-the-art LLMs. The contribution of the research lies in introducing the ICoT reasoning framework, which enables 

context-aware vulnerability analysis and personalized security recommendations. 

IoT-MCP, a framework that bridges Large Language Models and Internet of Things systems through the Model 

Context Protocol, with the aim of enabling standardized, scalable, and reliable interaction between LLMs and 

heterogeneous IoT devices is presented by Yang et al. [10] and it presents IoT-MCP, a framework that follows a design-

and-evaluation methodology by developing a decoupled architecture consisting of a Local Host, a Datapool and 

Connection Server, and IoT Devices, together with IoT-MCP Bench, a benchmark containing 1,254 IoT tasks for 

systematic performance evaluation. Experimental results demonstrate a 100% tool execution success rate, an average 

response time of 205 ms, a peak memory footprint of 74 KB, and a 99% success rate on complex prompt robustness tasks. 

Surakupt et al. [11] investigate the integration of Internet of Things sensor networks with Large Language Models 

through the Model Context Protocol to support real-time indoor environmental prediction. The authors propose a multi-

sensor architecture in which MCP orchestrates data collection, aggregation, prompt engineering, AI-based prediction, and 

visualization of environmental conditions. The contribution of the research is demonstration of the practical use of MCP 

as a standardized orchestration mechanism for coordinating data flow between multiple IoT sensors and an LLM, enabling 

interpretable environmental predictions from distributed sensor data. 

Athanasopoulou et al. [12] investigate how Large Language Models can be integrated with Internet of Things data 

spaces through the Model Context Protocol to enable secure and natural-language interaction with contextual IoT data. 

The authors propose an architecture in which MCP serves as an intermediary between LLMs and NGSI-LD-based data 

spaces, allowing users to retrieve and reason over IoT data without requiring knowledge of underlying APIs or data 

models. The research follows a design-and-evaluation approach by developing an MCP server, implementing the solution 

using a FIWARE Context Broker, FastMCP, OpenAI models, and Keycloak, and experimentally evaluating its 

performance with multiple LLMs and a controlled set of natural-language queries. The main contribution of the study is 

the development of a secure, interoperable MCP-based framework that enables natural-language access to IoT data spaces 

while incorporating fine-grained authorization mechanisms and safeguards against LLM hallucinations. 

Overall, the reviewed studies demonstrate the growing interest in integrating artificial intelligence, Large Language 

Models (LLMs), and the Model Context Protocol (MCP) into Internet of Things (IoT) environments [4], [9], [10], [11], 

[12]. Existing research primarily focuses on applying MCP as a standardized mechanism for connecting LLMs with 

heterogeneous IoT devices and data sources, enabling natural-language interaction, secure tool orchestration, intelligent 

reasoning, and real-time decision support [10], [11], [12]. Several studies also highlight the benefits of combining MCP 

with multi-agent architectures to improve collaboration, interoperability, and context-aware analysis in domain-specific 

applications [4]. Although these studies confirm the potential of MCP for facilitating communication between AI models 

and IoT ecosystems, they mainly address specific application domains and individual use cases, such as healthcare, IoT 

security, environmental monitoring, and IoT data spaces [4], [9], [10], [11], [12]. A comprehensive software–hardware 

architecture that employs MCP as a central integration layer for managing organizational IoT systems and coordinating 

intelligent agents has received limited attention, providing the motivation for the research presented in this paper. 

 

3. Methods of the research 

 

The research methodology is based on a literature review of existing studies related to the Internet of Things, the 

Model Context Protocol, Large Language Models, and multi-agent systems. Relevant scientific databases were searched 

to identify recent and relevant publications addressing these research areas. The selected studies were analysed with 

respect to their research objectives, proposed architectures, methodologies, and main contributions in order to identify 

current research trends and existing approaches. The analysis revealed that, despite the growing interest in MCP-based 

IoT integration, the number of studies addressing this topic remains limited. Furthermore, research that combines MCP 

with multi-agent systems in the context of organizational IoT management is still scarce, indicating that this research area 

has not yet been sufficiently explored. 

To structure the overall research process, this paper follows the design science research methodology proposed by 

Peffers et al. [13], which defines problem identification; objective definition; design and development; demonstration; 

evaluation and communication as the core activities of design-oriented information systems research. The literature 

review presented in Section 2 corresponds to the problem identification and objective-definition, establishing the research 

gap and the two research questions addressed in this paper. The design and development activity, which constitutes the 

paper’s main contribution that is further carried out in Section 4, where the requirements identified in Section 2 are 

standardized device integration, fault-tolerant connectivity and multi-agent task coordination that are translated into the 

proposed architecture, extending the reference design of Yang et al. with an agent-orchestration layer [10]. Consistent 

with the exploratory scope of this paper, the demonstration activity is carried out in Section 5 through a minimal 

illustrative implementation covering two scenarios, one with three concurrent Agent sessions and one combining an Agent 
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session with a deterministic monitor. Empirical evaluation of the deployed system is identified as future work in Section 

6. 

The architecture was derived in three steps. Firstly, three core requirements were derived from the research gap 

outlined in Section 2: standardized device integration as the first requirement, fault-tolerant connectivity as the second 

requirement and multi-agent task coordination as the third requirement. Secondly, the decoupled IoT-MCP paradigm 

from [10] was selected as the baseline architecture, given that its Connection Server fulfils the second requirement and 

its reliance on MCP partially satisfies the first requirement. Thirdly, this framework that was used as reference was 

extended with targeted components to bridge the remaining gaps: a registry-backed generic tool scheme completing the 

first requirement and an Agent Orchestrator resolving the third requirement. Each extension was justified by its 

implications for extensibility, coordination and if applicable, contrasted with the corresponding design choices in the 

reviewed work. Aligned with the exploratory nature of this research, evaluation is confined to a descriptive evaluation 

via informed reasoning and illustrative scenarios [14], [15]. 

 

4. A proposed architecture for managing organizational IoT systems 

 

This section addresses the second research question by presenting the proposed architecture to manage organizational 

IoT systems through the Model Context Protocol. The architecture, its components and the workflow and scalability 

considerations resulting from it are discussed across the following subsections. 

 

4.1. Architecture overview 

 

 Before describing the architecture in detail, it is useful to briefly outline the Model Context Protocol itself and the 

rationale for adopting it as a system’s integration layer. MCP is an open, client-server protocol built on JSON-RPC that 

standardizes how an LLM-based application discovers and invokes external capabilities exposed by an MCP Server as 

tools without requiring the LLM provider or the exposed capability to share any proprietary interface. This choice was 

made for three reasons relevant to the organizational IoT setting addressed in this paper. First, MCP is vendor-agnostic: 

the same tool definitions can be consumed by any LLM from any locally or cloud hosted provider, although tool-calling 

success varies across models [10]. Second, MCP separates a tool’s schema, which the LLM uses for reasoning, from its 

implementation, which remains under the MCP Server’s control and execution; this clear separation is precisely what 

allows new devices to be onboarded, as it will be further discussed in Section 4.3, without modifying the reasoning layer 

above it. Third, MCP’s persistent, session-based client-server connection better aligns with the continuous monitoring 

and control requirements of IoT infrastructure than a stateless, per-request API call would, and its adoption in recent IoT-

oriented work [10], [11], [12] indicates it is becoming an accepted standard for this class of problem rather than a bespoke 

solution specific to this paper. To avoid ambiguity in the discussion that follows, Table 1 defines the terminology used 

throughout the remainder of this paper. Several of these terms are used inconsistently across colloquial usage – “Server” 

for instance, may refer to the MCP Server, the Connection Server, or a generic backend service that is outside the scope 

of this paper. This paper adopts the fixed definitions below for internal consistency; no term listed here is used elsewhere 

in this paper to denote a different concept. 

 

Term Definition 

LLM External, stateless inference service reached via API 

Agent (session) 
Stateful wrapper (prompt, scoped tools, history) through which the LLM is repeatedly 

called; not a separate model instance 

Agent Orchestrator 
Host application that creates, coordinates, and aggregates results across one or more Agent 

sessions 

MCP Client 
Protocol component embedded in the host; maintains a persistent 1:1 session with one 

MCP Server 

Tools (MCP Server) 
Full set of tool definitions it exposes; receives each call and dispatches it to the 

corresponding Tool 

Tool 
The specific implementation to which the MCP Server dispatches (instantiates) one active 

call 

Device registry 
Lookup structure on the Connection Server mapping a device identifier to its connection 

parameters 

Connection Server 
Resolves device identifiers and mediates persistent connections to MCUs; hosts the device 

registry 

MCU / Sensor The physical (simulated in the illustrated implementation) hardware layer 

 

Table 1. Terminology used in this paper. 

 

Mechanically, MCP operates through a 1:1 session between a client and a server. The client is embedded in the host 

application, here the Agent Orchestrator, through the creation of a new agent establishes a persistent connection to a given 

W
or

kin
g P

ap
er

 of
 37

th 
DAA

AM
 S

ym
po

siu
m



37TH DAAAM INTERNATIONAL SYMPOSIUM ON INTELLIGENT MANUFACTURING AND AUTOMATION 

 

 
 

MCP server on first contact and reuses it for all subsequent exchanges. Over this connection, the client first performs 

discovery of tools, known as MCP discovery, retrieving the full schema of every capability the server exposes, without 

executing any of them; the LLM then names a specific tool and its corresponding arguments, the MCP Client issues the 

corresponding invocation and the MCP server dispatches it to the corresponding Tool and returns a structured result [12]. 

Fig. 1 presents the proposed architecture in full, together with a legend that explains the colour coding of its components 

and the three interaction types. Structurally, the architecture is organized around three cooperating domains. These are an 

Agent domain (blue), an MCP integration domain (amber) – which intersects with the Agent domain and a physical IoT 

domain (pink). All of this is interconnected with external services like an LLM or a Connection Server, which sits as an 

intermediary between the agent and IoT Devices. The two colours of arrows denote the traffic between these domains: 

red for requests and blue for the data returned in response; a third, black dashed arrow denotes “instantiation”, a session-

bound reference. This distinction is deliberate, not every relation in the architecture is a network call, and conflating the 

two would misrepresent the intended purpose. This figure is based on [10] and is extended by the addition of an Agent 

Orchestrator. 

 

 
 

Fig. 1. Proposed architecture for agentic management of IoT devices using function-level tools exposed by an MCP 

Server. 

 

The LLM, which is external in the sense of being a separately hosted inference service reached via API rather than in 

the sense of reasoning independently of the Agent session, carries out the only interpretive step in the entire pipeline: 

given the user’s natural-language request together with the tool schemas obtained during MCP discovery, it produces 

either a natural-language response or a structured tool call (tool name and arguments). This reasoning step is invoked 

from within an Agent session, held and managed by the Agent Orchestrator. The session itself is not a separate model 

instance, but a lightweight, stateful wrapper comprising a system prompt, a scoped list of tool schemas and the 

conversation history, through which the underlying LLM is repeatedly called. As noted above, the Agent Orchestrator 

additionally instantiates one MCP Client per connected MCP Server for each Agent session (black dashed arrow in Fig. 

1) and reuses that same persistent 1:1 connection for all subsequent tool discovery and invocations, rather than 

establishing a new connection for every request. This then trades connection overhead at high agent counts for fault 

isolation and clear per-agent auditability. 

 Fig. 1 depicts a single Agent and a single MCU for clarity, but neither the Agent Orchestrator nor the IoT Devices 

domain is limited to one instance. The Agent Orchestrator may hold multiple concurrent Agent sessions, one per task, 

device or organizational domain identified during task decomposition. In the same way the IoT Devices domain may 

comprise multiple MCUs each with one or more sensors or devices attached to it [10]. The architecture’s single-instance 

components are shared across all active Agent sessions and all connected MCUs alike, which is precisely what allows the 

number of agents and the number of devices to scale independently of one another, as discussed further in Section 4.3. 

 The MCP domain is deliberately split into two components rather than being represented as a single component in 

order to make an important architectural distinction explicit: Tools (MCP Server) denotes the server together with the full 

set of tool definitions it exposes, discoverable in full at any point in time, whereas a Tool denotes the specific 

implementation that serves an active call. Tool selection is performed by the LLM, which names a tool and its arguments 

on the basis of the schemas obtained during discovery, resolution is performed by the MCP Server which receives the call 

over the session maintained by the MCP Client and dispatches it to the implementation that is registered under that name. 
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Traffic between the Agent and MCP domains therefore terminates on the server, as shown in Fig. 1, while the black 

dashed arrow between the two components denotes the internal dispatch relation rather than a network call labelled as 

“Instantiation” in Fig. 1. The dashed boundary drawn around Tool and Tools is not itself a component, it carries no traffic 

and serves only to indicate that a given Tool belongs to that MCP server (Tools), which matters once an organization 

operates more than one MCP server. In this case, Fig. 1 operates over just one MCP Server. The central design intent 

behind this arrangement is modularity: tools in the proposed architecture are defined generically per function: 

read_sensor(sensor_id, sensor_type) or start_machine(machine_id) tool, rather than a per physical device, with the 

mapping to a specific sensor or machine resolved through a device registry maintained by the Connection Server. This 

differs from the design adopted by Yang et al. [10], in which each MCP server is built to control a specific sensor function, 

so that adding hardware supporting a new function requires defining and deploying an additional, purpose-built MCP 

Server; it also differs from the multi-sensor MCP orchestration described in [11], which coordinates several sensors but 

remains bound to a fixed predetermined set rather than a dynamically extensible registry. Athanasopoulou et al. likewise 

exposes generic tools from a single MCP Server, parameterized by entity type and identifier, but over a read oriented data 

space. The present design applies the same principle to live device connections [12]. Under the proposed generic tool 

design, a new machine or sensor is onboarded by adding an entry to the device registry. 

 The device registry is a lookup structure maintained on the Connection Server, not a Tool: it associates a device 

identifier with its physical connection parameters (address, protocols, attached MCU or sensors). These parameters are 

never exposed through MCP discovery, device identifiers may be exposed through a dedicated tool, but the physical 

mapping remains hidden. A Tool’s implementation passes the device identifier to the Connection Server, which resolves 

it against the registry and forwards the request to the corresponding MCU. The Tool itself therefore never handles physical 

connection parameters, and a call crosses the boundary between the MCP and IoT domains once rather than twice. This 

placement separates two kinds of organizational growth: onboarding an additional device of a function already covered 

by an existing tool (e.g. another temperature sensor) requires only a new registry entry, leaving the tool’s schema and 

LLM-visible capabilities unchanged, whereas a genuinely new function requires a new tool and schema deployed on the 

MCP server. 

 In addition to hosting the device registry described above, a responsibility introduced by the generic tool design and 

absent from [10]’s device-specific server model, a dedicated Connection Server mediates all traffic to and from the 

microcontroller units (MCUs) and their attached sensors and devices. This layer’s core connection-management role is 

retained from the decoupled architecture proposed in [10] essentially unchanged, since maintaining persistent device 

connections, buffering requests and absorbing disconnections without stalling the reasoning layer above it was adopted 

as an established element of the reference design [10]; the contribution of the present architecture lies in the registry it 

now additionally hosts, together with the Agent Orchestrator and generic tool design above it rather than in re-engineering 

the connection-handling mechanisms itself. Sensor readings and command acknowledgments follow the same path in 

reverse, propagating from the MCU through the Connection Server, the Tool, the MCP Server and the MCP Client, back 

to the Agent session and ultimately the LLM, which reasons over the returned value to produce a final response or a new 

subsequent action. 

 

4.2. System workflow 

 

While Section 4.1 described the architecture’s static structure, this section traces a single representative task through 

it, showing the components and interactions defined above operating in sequence – in the same vein as the request/data 

flow trace shown by Yang et al. [10]. The example used is a natural-language request to read a specific temperature 

sensor, invoking the read_sensor(sensor_id, sensor_type) tool introduced in Section 4.1; this task is chosen because it 

exercises every component in Fig. 1, in both request and data form. 

 The resulting sequence proceeds as follows: 

 

1. The user's natural-language request is received by an Agent session, held by the Agent Orchestrator. The input string 

would be "What is the current temperature reading for sensor TEMP-04?" 

2. The Agent gets paired with an MCP Client, which creates a 1:1 connection to the MCP Server. 

3. The MCP Server sends its schemas to the MCP Client. 

4. The LLM, invoked from this session, interprets the request and produces a structured tool call: 

read_sensor(sensor_id="TEMP-04", sensor_type="temperature"). 

5. The MCP Client forwards this call to the MCP Server over the existing persistent connection, without repeating 

discovery. 

6. The MCP Server dispatches the call (instantiates) to the corresponding Tool implementation.  

7. The Tool forwards the request, still identified by “TEMP-04”, to the Connection Server, which resolves the identifier 

against the device registry and relays the request to the targeted MCU within the IoT system. 

8. The MCU reads the attached sensor and returns the raw value to the Connection Server. 

9. The value propagates back through the Tool and the MCP Server to the MCP Client and from there to the Agent 

session. 

10. The LLM reasons over the returned value and produces the final natural-language response to the user.  
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Each step in this sequence corresponds directly to a labelled component. No step introduces behaviour beyond what 

was already defined there. This correspondence is deliberate: the workflow is intended to show that the architecture’s 

components compose into a complete request-response cycle, rather than to introduce new mechanisms. The sequence 

assumes a single Agent session is sufficient for the task. When a request would span multiple devices, machines, sensors 

or organizational domains, the Agent Orchestrator performs a decomposition step before this sequence begins, 

determining how many Agent sessions the task requires and assigning each a scoped subset of the request, thus mirroring 

the multi-sensor coordination role demonstrated in [11]. Each resulting Agent session then independently follows the 

same sequence described above against its own MCP Client. 

 

4.3. Scalability 

 

 The architecture scales along two independent axes: the number of devices under management and the number of 

agents required to handle a given task. Device-count scaling follows directly from the generic, registry-backed tool design 

established in Section 4.1, adding another instance of an already supported device function requires only a new device 

registry entry, leaving the MCP Server’s function and capability unaltered. Growth in the number of distinct device 

functions still requires a new tool, but this is assumed here to occur less often than the addition of further devices of 

already known types in a typical organizational deployment. This does not eliminate schema growth entirely, however: 

an organization operating a very large number of distinct device functions would still accumulate a correspondingly large 

tool set and a sufficiently large number of simultaneously discoverable tools is known to degrade LLM tool-calling 

accuracy, independent of any property specific to this architecture [16]. 

 Agent-count scaling follows from the decomposition step in Section 4.2, rather than a fixed number of agents, the 

Agent Orchestrator determines how many Agent sessions a given task requires at request time, allowing the same 

orchestrator to serve requests of varying scope without reconfiguration. Because each Agent session instantiates its own 

MCP Client per MCP Server, this flexibility then comes at the cost of connection overhead growing with agent count 

rather than task count. Multiple concurrent sessions are coordinated centrally, not peer-to-peer, each reports its result to 

the Agent Orchestrator, which aggregates them and flags conflicts for resolution rather than letting sessions act on one 

another directly. This corresponds to an orchestrator-worker coordination model and avoids the ambiguity a decentralized 

model would introduce. Because device-count and agent-count growth are handled separately, the two scale 

independently of one another. 

 

5. Illustrative implementation 

 

In keeping with the demonstration of the design science research methodology from Section 3, this section 

demonstrates a minimal implementation of the proposed architecture. The scope of the implementation is intentionally 

downsized and restricted: it is run entirely on one computer and uses the Claude’s Sonnet 4.5 model from the Anthropic 

API as the LLM for reasoning, it also replaces the microcontroller (MCU) layer for a simulated array of sensors. The 

purpose of this is to demonstrate how a simple and small code-base can be instantiated and to illustrate how the Agent 

Orchestrator, the MCP layer and the device registry interact during representative tasks. This does not evaluate 

performance, robustness or behaviour under real device conditions. It should therefore be read as a pointer to the 

architecture described in Section 4 and used as a starting point for more complete implementations. The two scenarios 

show this behaviour: a three-agent scenario covering concurrent execution and the flagging of inconsistent readings and 

a centralized cancellation. The implementation in total consists of four Python files, each corresponding to a distinct 

component of the architecture described in Section 4.1, as shown below in Table 2. 

 

File 
Fig. 1 

component 
Role 

connection_server.py 
Connection 

Server 

Holds the device registry, resolves device identifiers and routes 

requests to the corresponding mock MCU. 

mock_hardware.py IoT Devices 
Simulates the physical layer (MockMCU, MockSensor, 

MockThermostat), no real hardware is used. 

mcp_server.py 
MCP Server 

/ Tool 

Exposes four tools via FastMCP, following the approach of 

Athanasopoulou et al. [12]; tool results contain no physical 

connection parameters. 

agent_client.py 

Agent 

Orchestrator / 

MCP Client 

Performs MCP discovery, gives each Agent session its own MCP 

Client over stdio transport, and implements the Agent Orchestrator: 

registry-driven decomposition and deterministic aggregation in 

Scenario 1, and LLM-selected role decomposition and cancellation 

authority in Scenario 2. 

 

Table 2. Mapping of illustrative components to Fig. 1. 
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For simplicity, the Connection Server is implemented as a module that is loaded within the MCP Server process and 

each Agent session starts its own MCP Server subprocess over stdio transport, meaning that the simulated thermostat 

state is shared between processes through a file. This departs from the single shared MCP Server of Fig. 1, which would 

require a network transport. 

The mcp_server.py in this case exposes four tools, each operating over the device registry rather than being bound to 

an individual physical device. read_sensor(sensor_id, sensor_type) returns the current reading for a specified sensor; 

list_sensors() returns the full set of currently registered device identifiers, allowing the Agent Orchestrator to decompose 

tasks over registered devices without prior knowledge of the deployment; set_thermostat(room_id, target_temp) issues a 

control command to a specified thermostat; and read_thermostat(room_id) returns a thermostat’s current temperature and 

target setpoint. Together, these tools cover both sensing (read_sensor, read_thermostat and list_sensors) and actuation 

with set_thermostat, allowing the scenarios below to exercise both the request, response and control pathways through 

the architecture. 

Two scenarios were executed against this implementation. In Scenario 1, the request "Check all sensors. Normal 

ranges: temperature 18–24 °C, humidity 30–60 %. Report which sensors, if any, are outside their normal range" was 

partitioned by the Agent Orchestrator into individual sub-tasks per registered sensor, a deterministic division across the 

device registry instead of an LLM-driven process. Three concurrent Agent sessions were executed, each scoped strictly 

to a single sensor alongside the read_sensor tool, with each connected via a dedicated MCP Client. Rather than employing 

the LLM for aggregation, their outcomes were combined by deterministic logic: every reading was evaluated against its 

specified target range, and measurements from sensors of identical type exhibiting discrepancies greater than 2 °C were 

flagged for manual review rather than resolved silently. Sensor readings are sampled at random from ranges that straddle 

the stated normal ranges, so that out-of-range and inconsistent readings are likely to occur.   

In Scenario 2, the request "Set the office room temperature to 28 °C" was provided to the LLM, which identified and 

parameterized two distinct roles from a predefined set: a controller, instantiated as an Agent session restricted solely to 

set_thermostat, and a monitor, realized as a non-LLM deterministic polling loop that repeatedly queried read_thermostat 

through its own MCP Client until the setpoint was achieved. The monitor observed the target value directly through the 

simulated device state modified by the controller, without maintaining any direct reference to or receiving messages from 

the controller session. Upon completion of the monitoring task, the Agent Orchestrator assumes responsibility for 

terminating the controller session if it remains active; during the reported trial, the controller session had already exited 

after dispatching its solitary command. Session lifecycle management, specifically instantiation and termination, 

remained strictly under the centralized authority of the orchestrator throughout, with no session storing references to or 

invoking methods on another, thereby illustrating the centralized orchestration architecture described in Section 4.3. 

 

 

Table 3. Observed behaviour in one representative run of each illustrative scenario. 

 

The implementation thereby shows that the architecture can be realized with minimal effort and illustrates how its 

coordination mechanisms are designed to function. It asserts no claims regarding performance, resilience or behaviour at 

the device scales, agent count and or concurrency levels that is detailed in Section 4.3, which represent avenues for the 

evaluation outlined in Section 6. The observed behaviour of the illustrative scenarios was also not repeated across multiple 

runs to establish statistical reliability of the conflict-detection or cancellation logic; both remain directions for future 

empirical evaluation. The source code of the illustrative implementation, together with the output of the reported run is 

publicly available on GitHub [17]. 

 

6. Discussion and Future Work 

 

The architecture, workflow and scalability analysis in Section 4, together with the illustrative implementation in 

Section 5, address the second research question by proposing how an extensible, organizationally scalable IoT 

management system can be built with MCP as its central integration layer, and by illustrating its core mechanisms through 

a minimal implementation. Several limitations of the current work point directly to future research directions rather than 

undermining this central contribution. 

Scenario Decomposition Sessions Observed behaviour 

1. Environmental 

check 

Registry-driven (one sub-task 

per sensor: TEMP-04, TEMP-

05, HUM-01) 

3, concurrent 

TEMP-04 16.3 °C, TEMP-05 26.2 °C 

and HUM-01 60.3 % outside range; 

TEMP-04/TEMP-05 flagged as 

inconsistent (9.9 °C apart) rather than 

silently resolved 

2. Thermostat 

control 

LLM-selected roles from a 

predefined set (controller, 

monitor) 

1 Agent session & 1 

deterministic 

monitor, concurrent 

Simulated thermostat reached the 28 °C 

target; monitor signalled completion; 

controller had already completed after 

its single command, so no cancellation 

was required 
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 The illustrative implementation is deliberately minimal in its nature. It runs locally on a single machine with simulated 

devices and hardware and was executed purely to demonstrate the behaviour rather than to quantify it. A natural next step 

is a full empirical evaluation, following a methodology comparable to the IoT-MCP Benchmark introduced by Yang et 

al. [10], extended to explicitly benchmark multi-agent decomposition and coordination rather than single-agent tool 

execution alone, together with deployment against real MCUs and sensors rather than simulated hardware. Such an 

evaluation should also compare single-agent and multi-agent execution of the same tasks, since only this comparison can 

then establish whether the cost of decomposition is justified in real-world organizational applications. 

 Two further limitations concern the architecture’s behaviour at scale, both identified analytically in Section 4.3 rather 

than tested empirically. Firstly, even though the generic tool design keeps the tool set proportional to the number of 

distinct device functions rather than the number of devices, a sufficiently large organizational tool set is still expected to 

degrade LLM tool-calling accuracy [16]. In [16] the accuracy dropped by 7-85%, mitigating this would require a tool-

routing or retrieval mechanism that exposes only a task-relevant subset of tools to a given Agent session, rather than the 

full organizational catalogue. Secondly, the Agent Orchestrator’s role as the sole point of task decomposition and result 

aggregation makes it a natural candidate for a bottleneck under high agent concurrency, distributing or parallelizing this 

role without compromising the centralized-authority model established in Section 4.3 is left for future work. 

 The device registry, while removing the need for low-level or code-level changes when onboarding new hardware, 

still depends on its entries being accurate; maintaining this accuracy at organizational scale is an operational responsibility 

not addressed by the architecture itself. Automated mechanisms that populate and validate registry entries directly, rather 

than relying on manual maintenance would strengthen this aspect of the design. A comparable limitation is acknowledged 

in [12], where the metadata describing the available entity types is created manually and its automated generation is left 

as future work. 

 The thermostat control scenario in Section 5 also introduces actuation, not only sensing, and with it a class of concerns 

this paper does not address. For instance, authorization of which agent may invoke actuation-capable tools and protection 

against adversarial commands reaching physical infrastructure. Integrating agent-based security modelling [5] or zero-

trust principles for device and identity management [6] into the MCP and Connection Server layers would be a valuable 

extension for any deployment involving actuators rather than sensors alone. Relatedly, any safety-critical operating 

threshold in such a deployment should be enforced deterministically at the Connection Server or MCU level, independent 

of agent or LLM reasoning, rather than relying on correct LLM behaviour at the moment it matters most. Concretely, the 

Connection Server can validate each actuation request against permitted setpoint ranges and a minimum interval between 

successive commands held in the device registry, rejecting it before the MCU is contacted, while the MCU enforces the 

same limits locally. A faulty or hallucinated tool parameter is then bounded by the device layer rather than by the 

reasoning layer. In Section 5. Implementation, only the LLM invocation logic in agent_client.py depends on a specific 

provider; the Connection Server, simulated hardware and MCP Server remain provider-agnostic, this though was not 

tested with a second provider. 

 Finally, two deployment-level directions remain open. Organizations with data-governance constraints may prefer a 

locally hosted LLM over a cloud-hosted one, this is supported by the architecture’s vendor-agnostic design, although tool-

calling success is known to vary across models: in the cross-model evaluation of [10], MCP servers achieved 99-100% 

success with Claude models but 77% with DeepSeek V3 and 84% with GPT-4.1 from OpenAI, a difference attributed to 

differing tool-calling conventions. Substituting a locally hosted model would therefore require re-validating the tool 

definitions against that model [10]. Separately, encapsulating organizational or procedural decision rules in a layer distinct 

from the MCP tools that perform execution, for instance through a dynamically loaded instruction format, could 

complement the present architecture without altering its core request and response mechanism, though this remains purely 

speculative and outside the scope of this paper. 

 

7. Conclusion 

 

The literature review in Section 2, which addresses the first research question, shows that existing work applies 

MCP mainly as a standardized connection or channel between LLMs and IoT devices within a specific application 

domain, while its combination with multi-agent coordination for organizational IoT management remains largely 

unexplored. This is the gap that motivated the architecture proposed in this paper. 

In response to the second research question, Section 4 introduces an architecture in which MCP serves as a central 

integration layer which sits between LLM-based agents and physical devices. It extends the decoupled IoT-MCP design 

of Yang et al. [10] with two elements: an Agent Orchestrator that decomposes tasks into discrete Agent sessions while 

maintaining central control over their management and a flexible, registry-driven tool abstraction where tools are 

defined per function and parameterized by device identifiers resolved by the Connection Server. By using this method, 

expanding the device pool with devices of an existing class requires only a registry configuration change thereby 

leaving tools and core agent logic untouched and allowing agent and device scales to decouple from one another. Each 

architecture choice is presented alongside its inherent tradeoffs, such as expansion of the tool space, potential 

orchestrator bottlenecks and strict reliance on the accuracy of the registry. 

The illustrative implementation in Section 5 shows that the architecture can be instantiated in its simplest form and 

at the same time, illustrate its coordination mechanisms in a registry-driven multi-sensor scenario and a role-based W
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control scenario. It makes no claims about performance, empirical evaluation with real hardware or comparison of 

single-agent and multi-agent execution. The security aspect of it remains future work. 

In summary, the paper contributes an MCP-based architecture for organizational IoT management that treats multi-

agent coordination as a first-class architectural concern rather than as an ad-hoc extension to a single-agent paradigm. 
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