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Abstract

Many technical solutions are currently bging used to achieve remote programming and management of production
equipment. This document reviews the communication protocols that could support the remote operation/programming/
of industrial robots FANUC, through the/use:of a ROBOGUIDE system. Defined here are the major steps necessary to
establish a link between the controller of.a real industrial robot and the PC on which a FANUC ROBOGUIDE system
has been installed, including the opportunity of providing communication between them. A server and a customer have
been developed for the remote transmission of data to industrial robot FANUC LR Mate 200iD7L.
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1. Introduction

Industrial robots are increasingly used in the modern industry. They are the basis for bringing the production
equipment in ling with the requirements of Industry 5.0 [1].

As aresult of that, the range (envelope) of tasks performed by them has increased, which has impacted the complexity
of the programs. the industrial robots work on. At the same time, the possibilities for remote transmission of the
information necessary for the operation of industrial robots are also being developed.

This has'created prerequisites for the widespread introduction in the engineering practice of specialized computer
systems for'the programming of industrial robots. These are the CARC (Computer Aided Robot System) systems, also
known.as‘the OLPE (Off-line Programming Environments). CARC systems take advantage of the recent successes in the
field of computing technology and engineering computer graphics [2]. By employing 3D models of industrial robots and
other production equipment, these systems allow for the development of robotic production schemes, the simulation and
analysis of their operation, and the generation of management programs for the industrial robots included in them.
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Nowadays, all leaders in the manufacturing of industrial robots offer their users CARC programming systems for the
industrial robots sold by them. One of the problems in using CARC systems is related to the data transfer between the
system and the robot controller.

This document examines the possibilities which FANUC ROBOGUIDE provides to the users for remote transmission
of information during the operation of industrial robots FANUC.

Section 2 discusses the characteristics of the main communication protocols and their application when working.with
ROBOGUIDE.

Section 3 describes the basic steps required to ensure communication between FANUC ROBOGUIDE. and-the real
robot controller. The developed server and client necessary for the implementation of the data transfer in.the operation of
FANUC robots with using FANUC ROBOGUIDE are presented.

2. Communication protocols used in FANUC ROBOGUIDE

A lot of technical solutions are being used these days for the remote programming and ‘rmanagement of industrial
equipment that performs a specific manufacturing program. When operating industrial robotstwo interconnected groups
of tasks can be distinguished: the generation of control programs and the transfer of data between the robot controller and
the platform on which the remote programming and control software is installed.

To solve the tasks of the first group, when working with FANUC industrial robots, the CARC system ROBOGUIDE
[7] is used. ROBOGUIDE can be used to: design robotic systems; generate control programs for FANUC industrial
robots; create multiple 3D simulations and more.

In order to complete the tasks included in the second group, the controliersyof industrial robots FANUC employ
communication protocols through which a certain type of information is being transmitted. For each communication
protocol, FANUC has assigned a software option and an application used-by.the industrial robot.

Most developments are currently focused on the design of robotic systemis and the generation of programs aimed at
controlling the industrial robots included in them and any additional equipment [3], [4], [5], [6]. As a result, tasks related
to data transfer between individual components of robotic systems and remote-control systems remain in the background.

The communication protocols through which FANUC industrial robots can be remotely operated using the
ROBOGUIDE CARC system are discussed here.

1.1. Ethernet

Ethernet/IP (Ethernet/Industrial Protocol) [8] is,a.communication system suitable for industrial environments.
Ethernet/IP enables the industrial devices to exchangewinformation that is critical in terms of both time and their
applications. These devices include simple 1/0 (Input/Output) equipment such as sensors, as well as complex machinery
such as industrial robots and PLC (Programmable Logic Controller). Ethernet/IP uses standard Ethernet and TCP/IP
(Transmission Control Protocol/Internet Protocol), technology to transport CIP (Common Industrial Protocol)
communication packages. The result is a common_application layer on top of the open and very popular Ethernet and
TCP/IP protocols. Ethernet/IP provides a producer/consumer model for the exchange of time-critical control data. The
producer/consumer model allows for the application information to be exchanged between a sending device (the producer)
and many receiving devices (the consumers), without the need of sending data multiple times to a number of destinations.
Ethernet/IP employs standard IEEE 802.3.technology. It is recommended to use switch technology with 100 Mbps
bandwidth and full duplex so as to ensure deterministic performance.

In a free configuration of robots FANUC, Ethernet can only be used as a network scanner. Furthermore, when working
with EDA (Enhanced Data Access),Ethernet/IP allows the users to configure data that will be sent to a PLC. This provides
an easy method of setting up and communicating production data that is not normally mapped as normal I/O. Default data
structures selected by the user from PLC logic can be directly imported into a PLC. Names of variables are imported in
the form of comments defined by the robot into the PLC data structures without re-entering the comments in the PLC.
Available data types include: Registers (R), String Registers (SR), Positional Registers (PR) and System Variables.

1.2 PROFINET

PROFINET (Process Field Network) [9] is an industry technical standard for data communication over industrial
Ethernet, designated for data collection from and control of equipment in industrial systems. It is suitable for data delivery
under short time constraints. The robot controller can communicate in real time with other PROFINET devices such as
PLC or peripherals through PROFINET in real time. There are 1/0 controllers that regulate the network and 1/O devices
which are.connected to an 1/0O controller. The robot controller functions as an 1/0 device for communication with PLC.
On.the 'other hand, the robot controller operates as an 1/0 controller that communicates with peripherals.

The hardware configuration of PROFINET in FANUC industrial robots is accomplished by using two hardware
devices, a PCB device (FANUC hardware [14]) and a PROFINET PCB BOARD (Siemens hardware).

It is possible to use SKI (SIMATIC Kinematics Integrator). This is a software solution for controlling a robot
(kinematics) with Siemens S7-1500T industrial controllers. It consists of a function block to execute (added library for
the corresponding robot) a certain motion program, including robot, additional axes and inputs/outputs, such as conveyor,
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gripper, etc. The application can optionally be extended with several HMI screens that allow the user to operate, program;
commission and diagnose the robot program. If necessary, the functionality of SKI can be extended by so-called
technological adds, such as palletizing, product register or G-code processing. Simatic Robot Integrator works with
Siemens S7-1500T technology controllers under TIAv18. In the future, it is planned to be able to be integrated into:the
entire range of Siemens S7-1500 and S7-1200 series controllers and for all versions of the TIA Portal [12].

1.3PROFIBUS

PROFIBUS (Process Field Bus) [10] enables the devices of various manufacturers to communicate between them
without any special interface settings. Two different types of PROFIBUS are used nowadays:

e PROFIBUS DP — it is used to manage sensors and actuators through a centralized controller.in manufacturing
automation applications.

o PROFIBUS DA - it is used to monitor measuring equipment through a process control systeniiin process automation
applications.

Industrial robots FANUC use the interface option PROFIBUS DP implemented on two interface boards: PROFIBUS
DP Master and PROFIBUS Slave. These Master/Slave functions can be connected to different'networks. In one of the
networks, it is connected to, the robot operates (main) as a master for the exchange of 1/O data with the peripheral
equipment. In the other network, the robot works as a Slave (subordinate) device for the:exchange of 1/0 data with PLC
and other equipment. A single Master device can communicate with multiple Slave-devices.

1.4MODBUS

MODBUS [11] supports the 1/O exchange between activated MODBWS-T.CP devices over Ethernet. The TCP/IP used
is based on the customer-server model. The industrial robot option MODBWS TCP functions only as a server (master),
and therefore, it will exchange I/O input-output data only with customer (slave) devices. Ethernet has not been determined
and MODBUS TCP does not guarantee any time. The robot’s MODBUS TCP Server will time out and displayed a
message: ERROR, if the I/O exchange is not received within thesconfigured timeout, unless the timeouts are disabled.
Good network design and topology are crucial for the successful implementation of MODBUS TCP in terms of fast and
reliable communication between two devices.

Any customer device MODBUS TCP, may be linked to a non-priority connection (a connection that is not marked as
priority). Where all available non-priority connections are teing used, and another MODBUS TCP customer is trying to
establish a non-priority connection, then the oldest non-priority connection in existence will be closed, and the attempt to
create a new one will be recorded. This will trigger a PRIO-494 warning alarm. By default, all connections are non-
priority ones.

The MODBUS TCP server supports up to two priority connections by indicating an IP address to MODBUS TPC
clients. The priority connections can be configured by setting one or both of the following system variables to a valid IP
address or hostname:
¢ $MODBUSTCP.$PRIO1
¢ $MODBUSTCP.$PRIO2

This means that there is no other MODBUS TCP client device, that can connect to the robot and use a priority
connection except the device with the corresponding IP address. The MODBUS TCP server of the industrial robot will
never terminate a priority connection without it being closed by the MODBUS TCP client, or in case of a time out.

1.5 Socket programing

The KAREL program language is used in the programing of industrial robots FANUC. It is a combination of high-
level languages such as PASCAL and PL/1. KAREL includes structures and models that are common for the high-level
languages, as well as functions developed especially for application of robot FANUC.

The FANUC robot's messaging option for user socket (port address) Socket Messaging allows using TCP/IP socket
messaging in a KAREL environment. Socket Messaging enables data exchange between industrial robots in a networked
environment and a remote computer. The combination of the robot’s PC-Interface option and the PC-Developed KIT of
the computer, is‘recommended for data exchanged between the robot and a computer with UNIX, LINUX or Windows
operational system. Socket Messaging uses TCP/IP protocol for the transfer of unprocessed or original unformatted data
in the net.

A typical application of Socket Messaging is a robot that works with a KAREL program that sends process information
to a monitering program on the remote computer. The commands and methods which Socket Messaging uses to transfer
dataware part of the TCP/IP protocol. Since Socket Messaging supports customer and server tags, applications that require
timeout or data formatting commands can also be provided to the customer on the server of the socket messaging link.
Socket Messaging is compatible with all network hardware configurations which employ TCP/IP net protocol. Some of
these network hardware configurations include Ethernet and serial PPP (Point-to-Point Protocol) connections.
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Socket messages are an integrated component of KAREL. When socket messaging functions and KAREL utility
programs are being used, the syntax is similar to the one of other operations for file reading and saving, except that where
messaging functions and other network services are being used, a network connection will have to be established:

3. Remote transmission of information

The remote transmission of information during the operation of robots FANUC through the use ‘'of FANUC
ROBOGUIDE requires the real robot’s controller to be connected to the PC on which FANUC ROBOGUIDE-has been
installed. The process includes the following steps:

3.1 Server creation

At this stage, it is necessary to create a new project in FANUC ROBOGUIDE with the followingrinstalled options:
R632 (Karel) and R648 (User Socket Messaging). For the purpose of this document, industrial'robot FANUC LR Mate
200iD/7 L has been used.

Upon the creation of a server in FANUC ROBOGUIDE one shall use the possibilities’of KAREL. The basic
commands supported by KAREL for SOCKET MESSAGING are as follows:

e MSG_CONN (string, integer) —a command that indicates the establishment of connection during the transmission of
a message. She will return a value for the condition of the remote server which. is'trying to accept the connection.
Should the connection be unsuccessful, the command will return a value showing the emergence of an error in the
connection.

e MSG_DISCO (string, integer) —a command used for the closing of a connection. If the connection breaks up without
a command, that means that there is an error in either the reading or thewrecording.

e MSG_PING (string, integer) — utility command used to verify network connections to a remote host. Allows to
determine if there is a connection to an external network at a given time, or if a specific host (robot with network
adapter enabled) is connected to the network.

With these commands, KAREL enables the server to set up aconnection with a remote host in a specific network. A
server written in KAREL has been created by modifying a template proposed by FANUC [13].

PROGRAM tcp_server

%STACKSIZE = 4000

%NOLOCKGROUP
%NOPAUSE=ERROR+COMMAND+TPENABLE
%ENVIRONMENT uif

%ENVIRONMENT memo
%ENVIRONMENT flbt

%INCLUDE klevkeys

%ENVIRONMENT bynam

%INCLUDE klevkmsk

%ENVIRONMENT fdev

%INCLUDE klevccdf

%ENVIRONMENT kclop
%ENVIRONMENT sysdef

VAR

file_var : FILE

tmp_int : INTEGER

tmp_strl : STRING[128]

tmp_intl : INTEGER

tmp_str : STRING[128]

status : INTEGER

entry :INTEGER

BEGIN

SET_FILE._ATR(file_var, ATR_IA)
SET_VAR(entry, 192.168.1.2 "*SYSTEM*', '$HOSTS_CFG [3]. $SERVER_PORT", 6008, status)
WRITE TPPROMPT('Connecting.’, status, CR)
MSG._ CONNECT('S3', status)

WRITE TPPROMPT('Connect Status =, status, CR)
IF status = 0 THEN

WRITE TPPROMPT('Opening', CR)

FOR tmp_intl =1 TO 20 DO

OPEN FILE file_var ('rw', 'S3:"

status = 10_STATUS(file_var)

WRITE TPPROMPT (status, CR)
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IF status =0 THEN

FOR tmp_int =1 TO 1000 DO

WRITE TPPROMPT ('Reading’, CR)
BYTES_AHEAD (file_var, entry, status)
WRITE TPPROMPT (entry, status, CR)
READ file_var (tmp_str::10)

status = 10_STATUS(file_var)

WRITE TPPROMPT (status, CR)
ENDFOR

CLOSE FILE file_var

ENDIF

ENDFOR

WRITE TPPROMPT('Disconnecting..’, CR)
MSG_DISCO('S3:', status)

WRITE TPPROMPT('Done.", CR)
ENDIF

END tcp_server

The created server TCP_SERVER.kI written in KAREL, is compiled by using-Fanuc ROBOGUIDE, Figure 1.

H e =® F 7 a N
J. i HANAINGPRO Workcel PRS- bR X o o “l YR & A% B
Fixtures -

5
i rants & [3¥ Build Output - Robat Controller] h ¢
=B Robot Controters 45 IF STATUS = 0 THEN
“ A € 1- Robot Controllert :‘:2 ;f,’;;’g"f"‘ 1710 :‘;ﬂ‘i'ﬁ R Translating C:\Us&s\MSIADSCHEREnts\My Workcells\HandlingPRO1Z\tcp_server.k o
+ & GP:1-LR Mate 200C 48 |BYTES_AHEAD file_var, entry, STATUS)
5 0] Fes 49 |WRITE TPPROIF Tientry, STATUS, CR) KTRANS Version vs.l0\)fBuila 79 1/30/2013)
s 50 |READ file_var tmp_str-10) Copyright (C) FANUC RaBotics America Corporation, 1985 through 2012.
TCP_SERVER I 51 [STATUS = 10_STATUSile_var) oy s o P a
& Tep_seRvER pe 52 WRITE T MPT(STATUS. CR) " -
untitied1 pc 22 =NDFOR
Jobs 55
{3 Programs 56 |CLOSE FILE file_var
7 [ENDIF
oK) Varabies N s Transi@sion\@uccessful, 756 bytes of p-code generated, checksum 38387.
ff Ovstackes 59
Profi 60
@ proties 61 |WRITE {Disconnecting.”, CR)
5 Dimensions 62 |MSG_DISCO(53".. STATUS) N
(@) Targets 63 WRITE (Done . CR) < >
= 64 [ENDIF
&8, Target Groups 85 |END1cp._server o [T7)
B wachines 66
By Externai Devices
R et views
v
< >
Lines: 66 Line: 66 Colimn: 1 RW [caPs [nuw [ms

Fig. 1. Compilation of TCP_SERVER .kl in FANUC ROBOGUIDE

By using the virtual TP (Teach Pendant)provided by FANUC ROBOGUIDE, a program has been developed that
would connect the server program TCP SERVER.KI Figure 2.
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Fig. 2. Development of TEST program in FANUC ROBOGUIDE
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3.2 Configuration of Socket Messaging

The next step includes the configuration of Socket Messaging Protocol and the parameters of the variable
“$HOSTC_CFC [3]” Figure 3

SYSTEM Variables SYSTEM Variables

1/9 $HOSTC CFG[3] 1/15 SHOSTC_CFG[3] 15/15
Tag C3: 1 $COMMENT 5 $STATE 3 |
2 $PROTOCOL 'SM' 6 $MODE *uninit#
Comment : 3 §PORT *uninit 7 $REMOTE 0
Protocol: SM 4 $0PER 3 B SREPERRS FALSE
Current State: STARTED 5 $STATE 3 9 $TIMEOUT 15
Startup State: START 6 SMODE *uninit* 10 SPATH =
Server IP/Hostname:*¥kttkkkkkiiiiss 7 $REMOTE " 11 $STRT PATH *uninit*
Remote Path/Share: *¥kkkkkkkiiikikkk 8 $REPERRS FALSE 12 $STBT_FEMOTE *uninit¥*
Port: KEEee 9 $TIMEOUT 15 13 $USERNAME '
Inactivity Timeout: 15 min 10 $PATH " 14 $PWRD TIMOUT 0
Usernane: 11 $STRT_PATH *uninit* 15 §SERVER FORT

Fig. 3. Configuration of Socket Messaging
Port 6008 has been chosen for the configuration of the protocol for Socket.Messaging in System Variable. The port
shall be selected after checking for a free port for Socket Messaging. Figure 4:show the host communication setup of IP
address 192.168.1.2.

SETUP Host Comm

TCP/IP 2/40
Robot name: ROBOT
port#1 IP addr: || EIEEEETERY
Subnet Mask: 255.255.255.0
Bo.rd ‘ddr.ss: LA A AR AR AR R R Rl
Router IP addr: 192.168.1.1

Host Name (LOCAL) Internet Address

1 SERVER 192.168.1.2
2 AEREARAEAR EERRRRRAR AR AR R RN
q AR AR AR il
4 wrrkhrR R 3332333323333

Ping 192.168.1.2 succeeded

Fig. 4. Host communication setup

The server written in KAREL can be dised with a customer program, written in almost any high-level language such
as C, C++, C#, JAVA, Python, etc., in which case the Socket Programming syntax shall be observed.

When sending messages to an individual network device, TCP can sometimes split the messages into 128-bit
fragments. This is because TCP is stream-based and has no concept of a message or frame. Data can be interpreted in this
way only by applications that employ TCP connections.

3.3 Create Client socket

At this stage, it is necessary. to'develop a customer program written in a high-level language. By using the high-level
language Python, a customer was created for the purposes of the present document, who was connected to the server at
IP address 192.168.1.2,

# client.py
import socket
def main():
client_socket = socket.socket(socket. AF_INET, socket. SOCK_STREAM)
client_socket:Connect(('192.168.1.3', 6008))
clientusocket.sendall(message.encode('utf-8"))
client,.socket.close()
message = "Hello World"
print("Message sent.")

if _name__ ==" main__ "

main()
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The compilation of the customer client.py program developed through the use of the PyCharm software is shown on
Figure 5.

Fig. 5. Compilation of the developed customer program

Figure 6 shows the Ping test result of the developed client program.

[Version
oration. All

Fig. 6. Ping test result of the developed client program
3.4 Data transfer

At this stage, it is necessary to start the developed client program. If the client and server connect successfully, the
program returns a message1; otherwise 0 Figure 7.

on Projegt\c t ipts\python.exe" \Desktop\client.py

inished with code 1

Fig. 7. Client and server successfully connected

Thus, a connection is established between the controller of the industrial robot FANUC LR Mate 200iD/7L and the
PC on which FANUC ROBOGUIDE is installed. By modifying the customer’s program, one can send messages, generate
a particular trajectory of the industrial robot, etc.
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4. Conclusion

With the introduction of many new communication protocols, the complexity of configuring industrial robots to work
with them also increases. This creates problems when it is necessary to transfer data between different computer systems
used in the operation of industrial robots and the controllers of these robots.

In this work, the basic steps necessary to establish a connection between the FANUC industrial robot controlier.and
the PC on which the FANUC ROBOGUIDE system is installed are defined. A server and a client necessary for the
implementation of data transfer when operating FANUC robots with using FANUC ROBOGUIDE have been developed.
Using them, a test was carried out to establish a connection between the FANUC LR Mate 200iD/7 Ls'industrial robot
controller and a PC on which FANUC ROBOGUIDE was installed.

The results obtained allow for the work to be continued with the aim of taking advantage of additional possibilities
for interaction between the high-level program languages and User Socket Messaging of FANUC:

User Socket Messaging is one of the technical solutions in remote programming, avoiding the problems with the
secure algorithms of most industrial robot software systems. This will allow sending control*eommands, generating
defined movement trajectories, remote programming, transmission of hashed/encrypted .data and control of other
functionalities of a given industrial robot.
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