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Abstract

This article examines the need for risk re-evaluation.in a Czech organization to ensure that security measures remain
relevant and effective in light of organizational changes. Whether the change is major or minor, reassessing potential risks
is necessary to maintain adequate security standards. The paper describes the application of ROVS software for risk
analysis, using the PIE analysis method for effective evaluation across various organizational fields. Following the
thorough assessment, the article identifies key. vulnerabilities and recommends targeted solutions to prevent or mitigate
the impact of potential risks in case they occur. The paper demonstrates how the use of ROVS software can ensure a
thorough evaluation of risks, followed by suggestions to improve the potential vulnerabilities. Furthermore, the work
underscores the critical role of Knowledge Management in implementing effective security policies and enhancing overall
risk management processes.
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1. Introduction

Constant technological innovation is a very actual topic, and the rise is exponential, which many organizations need
to work with and change some of their already implemented strategy policies [1]. Some could say that new technologies
are an improvement.on their side, so the security should be the same as before. With some of the technologies, that
statement can_be.partially right; however, with many new technologies, it also brings new entry vectors for potential
threats, and so they fieed to be included in the new security policies of an organization. Regardless of the range of changes
made in a,company, continuous re-assessment of potential risk is a mandatory process for effective risk management [1],

21.

For the re-evaluation to be effective, one must select a suitable method for the whole risk assessment process [3].
Thorough risk analysis should focus on targeting the most critical vulnerabilities and assign them adequate risk values.
After the potential risks and their values are known, the analysis examines the already set security measures and looks for
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improvements [3], [4]. Based on those findings, the chosen analysis suggests suitable solutions for either the prevention
of their occurrence or mitigation of their impact in case they appear [3-8].

The ways of an effective execution of a risk analysis are usually two, first option is to let an expert of risk management
choose a specific risk analysis method that suits the best for the needs and which the expert knows the best. The second
option could be to choose software that offers a thorough analysis with already implemented principles of'some of the
risk analysis methods. In the Czech Republic, there are only a few software options for such evaluationssene of them is
the ROVS [9], which is widely used among organizations in this country and uses the principles of the PIE risk analysis
method, known as one of the most common analysis methods [10]. The implementation offers a thorough.examination of
potential risks and has wide coverage of many fields that can be found in organizations.

A thorough risk analysis with a list of suitable suggestions is, without a doubt, one of the most important steps in risk
management and dealing with potential threats. However, implementing those suggested measures-is another significant
factor in risk management. The data gathered from risk analysis is one thing, but how to/work with them and effectively
implement them in the security policies is sometimes overlooked, making the risk analysis process go partly to waste.
One of the common mistakes can be an inadequate sharing of information about«he explored potential risks among
interested employees [11].

This gap can be filled with the use of Knowledge Management (KM), which focuses on the work with data and
knowledge among the whole organization. To make the security measures effectiverand ensure that they will be followed
correctly, the KM principles focus on the fact that everyone needs to be well informed not only about the potential risks
but also about the impact they may cause once they occur. Once everyone knows the potential impacts and how disastrous
they could be, there is a much higher possibility that they will follow the rulés for their own safety and not only because
it is something they need to follow [11-16].

2. Methods

The risk re-evaluation is described on a fictional organization'X, but its characterization is based on real data provided
by a Czech company. To effectively execute the risk assessment, the work first focuses on the summarization of the
organization fields that are later the targets of the risk analysis:

Characterization of the organization

The company works with various noble metals; specifically aluminum alloy and stainless steel. As the company grows,
so does the number of its employees, which'is now around one hundred. Since the work is highly concentrated on
employees’ work and is tightly related to security measures, the risk analysis of used methods and safety policies needs
to be always up-to-date, and continuous re-evaluation should be a mandatory process of the organization.

During the last few years, several risk analyses were made, but as time goes on, so have the changes in the company,
such as many technological innovations and the changes in some fields associated with new workplaces. Painting,
varnishing, and welding of metal are some of the main jobs that the organization focuses on. As these fields are the major
ones of the organization, the whole.risk evaluation in this work is targeted mainly at them. However, the paper also
includes some other areas closely related to the mentioned operations that were debated with the organization's leadership
and needed to be re-evaluated,

The selected fields areisted below:
o Workspaces
e  Storeroom
e Hand tools

Introductionof PIE analysis

Since the ROV S.software works with the principles of PIE analysis, this section is to clarify its usage. PIE is an
abbreviation.where each letter represents a different category, “P” stands for probability of risk occurrence, “I”” stands for
possible impact of the risks (when they occur), and “E” can be described as the evaluator's opinion, on how the risk affects
the overall.safety for the selected area [9].

The values of each category can have different scaling meters, but the common scale is from 1 to 5, where the higher
number usually means higher importance of the risks to be handled. The scale can be modified based on the needs of the
evaluator and specific areas, but the paper will use the most common type, as the ROVS software also works with it.
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PxI+xE =R D

When the values of each category are assigned, the calculation of the final risk value, represented with the létter “R”
is executed using the formula shown above (Eq. 1). Once the risk values are counted, the evaluator determines the
importance of the risk and in which category of risks it is located based on the given table (Tab. 1).

Risk category Determined risk value (R) Description of the category
1. >100 Very high risk, halt all operations
2. 100-50 High risk, immediate safety measures
3. 50-10 Risk, need for_corrective actions
4. 10-3 Potential risk, increase of awareness
5. 3>0 Acceptable risk

Table 1. Risk categories based on their counted values:

Introduction of the ROVS software

The software is based on the principles of PIE risk analysis and can.be nicely used for risk evaluation within any
organization's risk management. Its usage is convenient not only because its risk‘analysis principles work in the easy-to-
use software but also because it already meets the legislation requirements, which the organization needs to fulfill. The
software is built on statistical data of the most frequent work accidents and-related suitable measures. This paper works
with the ROVS software for its wide database of potential work accidents, identification of potential risks that may occur,
and overall wide coverage of many work fields, making the tool suitable for any organization that needs risk assessment,
no matter the area of their focus [9].

ROVS has many prepared tables for a wide selection of-fields, which can satisfy many types of organizations. The
tables contain field specifications, a list of work operations underthis field, and their related risk values. These risk values
are counted using the PIE analysis principles (Eq. 1), as.described in the chapter above. After each of the operations is
assigned a corresponding risk value, the software suggests basic security measures based on the potential risks that the
selected operation faces [9].

Thanks to the thorough and unified database, the ROV'S software offers to evaluate many organizations with the same
pre-set tables, and their principles are the same, always matching the legislative, no matter the field. This step assures that
the evaluations will be at least a little bit objective and that the results of risk assessments are easily comparable with
others, using the same principles. The fact that the tables are unified can help employees to keep their awareness of the
security measures because of their similarity. \Working with such software makes the risk assessment process easier and
more efficient [9].

Despite all the positive sides/0f the ROVS software, it's important to stress that its effectiveness lies in the suitable
choice of the tables and their values,;making it greatly important to have well-experienced evaluators with a complex
knowledge of the organization. Otherwise, it could downgrade the quality of the whole risk management.

3. Use of ROVS in selected fields

Based on the selected field of the organization, this section examines the potential risks of these areas and presents
the data gathered using ROVS software. The paper shows a related table for each field with the calculated values and
their suggested security measures. These basic security measures are described more thoroughly in the next chapter of
this paper.

Workspaces

In this field, the main focus is given to the operations executed there, such as painting, varnishing, and welding of
noble'metals. Since these activities are related to the work of people and organizations that need to keep the safety of
employees at the highest possible level, their re-evaluation is very important. The selected operations to evaluate are
pointed-out in the table below (Tab. 2). For each identified risk, ROVS suggests security measures adequate to the
operation to improve the overall security (Tab. 3).
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. e . Risk values
# | Operation Identification of risk - Workspaces F 1 TElR
- Burns to various parts of the body caused by hot sparks, droplets of
Electric arc molten metal and slag, and fragments of already solidified slag during its
#1 | and flame removal (a potential hazard is, for example, a hot particle falling into 21326
welding work boots); the risk is more serious during arc welding and gouging or
hole cutting with oxygen.
Electricarc |-  Burns to unprotected body parts (hand) from direct contact by the
#2 | and flame welder with a heated cut, cut metal material, and hot metal surfaces 2 w201 |4
welding during heat transfer.
#3 Palnpng and | Finger caught; struck of worker’s hand; 2 12|14
varnishing
Painting and Lo . . N i
#4 varnishing - Tripping; ankle sprain; hand injury caused by slipping; stumble; 21214
45 Paintingand |-  Worker collision and fall onto a vehicle, handling equipment, or stored slol114
varnishing items;
Table 2. Risk evaluation of workspaces using ROVS software,(modified [9])
Storeroom

Almost every operation is somehow connected to the storage of materials'needed for the work or for the actual storage
of some completed products. No matter the purpose, correctly evaluating security measures in this field is another
important part of the thorough re-evaluation. The risk values for adéquate operations are shown in the table below (Tab.
4), and their related suggested security measures follow (Tab. 5).

. I . Risk values
# | Operation Identification of risk= Storeroom
P|I1|E|R
#1 ?atc?lzige - Worker falls while servicing higher-level rack compartments. 1121
Storage - Tripping or collision of a personwith'the rack structure and stored
#2 - 212|114
racks material.

Table 3. Risk evaluation of storeroom using ROVS software (modified [9])

Hand tools

Another closely related factor to be evaluated is the overall usage of hand tools. Regardless of the field in the
organization, this also needs to be considered as one of the most important operations. Many employees in the workspaces
use the tools daily, so the security measures should be well set to avoid needless accidents. A few selected operations are
evaluated in the table below (Tab. 6). and their security measures are described in the next table (Tab. 7).

. R . Risk values

# | Operation Identification of risk — Hand tools 511 TEIR
#1 | Hand tools | ~ Workerstruck by a loose tool, such as a hammer or head, coming off the 312101

handlg:

- | Bruising of the left hand.

#2 | Handtools Hammer slipping out of the hand. 31216
#3 | Hand tools | ~ Abrasions a_lnd er|§es on ham_js while working with tools in confined slol1]a

spaces, during repairs and maintenance.

Table 4. Risk evaluation of hand tools using ROVS software (modified [9])

4. Suggested security measures for selected fields

Using'the ROVS tables, this part of the work shows suggested security measures related to the evaluated fields from
the.chapter above. The selected security measures, as were the identifications of risks, were also distributed to tables, so
it is easier to understand them.
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Workspace security measures

Both operations in this field are keen on safety while working; the main factors to keep the safety level high are:to
maintain order in the workplace, thorough and strict observance of given work processes, and use of adequate safety
equipment, known as Personal Protective Equipment - PPE (gloves, glasses, etc.). Employees in this field should-have
corresponding education and, if needed, certified courses or licenses (for example, welding licenses), ensuring the
worker's knowledge. Regardless of the employee's experience, frequent training should be provided, keeping:thepotential
risks and consequences in the worker’s awareness. A thorough list of suggested measures by ROVS is shown in Table 5.

# | Operation Suggested security measures - Workspaces
o Proper welding practices and consistent use of PPE to protect eyes, face, and other

parts of the body;

# Electric arc and flame | o The hazards and precautions during oxygen cutting are similar to those of welding

welding or flame cutting; increased risk arises from greatér.dust agitation and more

extensive splattering of cut metal; Protection of the area below welding operations
at height against hot splatter is essential.

4 Electric arc and flame « Use of PPE (gloves);

welding o Adherence to correct work procedures.

« Items that are stored tightly together and lack parts for safe handling (such as loops
or handles) should be placed on supports (aveid using rounded logs as supports);

¢ When manually handling heavy objects, use appropriate aids, such as hand tools
(e.g., trolley jacks).

o Flat, undamaged, and non-slip surfaces for floors, pathways, vehicle loading areas,
and handling spaces.

¢ Maintaining order at the workplace and removal of protruding obstacles (e.g.,

#5 | Painting and varnishing raised covers, lids, mats, steps, thresholds, hoses, cables, flexible power cords,

anchor bolts, etc.).

#3 | Painting and varnishing

#4 | Painting and varnishing

Table 5. Suggested security measures. for'workspaces using ROVS software (modified [9])
Storeroom security measures

Storage rooms usually have security issues based on their racks’ construction, position, or overall room space.
Manipulation with anything stored in these fooms shiould be always safe and easy, regardless of the position. Every person
using the storerooms should be well informed.of the room's safety measures and equipment. These measures need to be
clearly depicted and described in the roomitself and be included in the repetitive employee training to remind all the
interested workers of potential risks and consequences they can go through in case they do not follow the security policies.
A thorough description of adequate security measures for the risks of storerooms is shown in Table 6.

# | Operation Suggested security measures - Storeroom

e Manual handling (loading and unloading of materials) from rack sections above 1.8 m is

#1 | Storage racks performed using safe equipment and aids (ladders, mobile steps, handling platforms, etc.);

e Do/not climb on the rack structure.

o Maintain clear access or approach to the racks to avoid obstruction of loading and unloading
of handling units and materials;

#2 | Storage racks | e The width of aisles between racks and stacks corresponds to the method of material storage

and is at least 0.8 m for manual handling; the width of the aisle for the passage of transport

trolleys is at least 0.4 m wider than the largest width of the trolleys or loads.

Table 6. Suggested security measures for storeroom using ROVS software (modified [9])

Hand'tools security measures

This category can be included in many fields across the organization since hand tools are part of many operations, and
many workers use them daily. Employees have to be well informed about potential risks that any of the hand tools have
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and what the consequences are if the risks occur. The organization has to provide workers with adequate equipment (PPE)
for operating such tools, and workers have to abide given security policies. As in other fields, continuous employee
training must be set for effective risk management. A corresponding table (Tab. 7) with examples of suggested security
measures describes their key point.

# | Operation Suggested security measures — Hand tools

#1 | Hand tools | ¢ Do not use damaged tools (with a loose handle, deformed working part, etc.).
#2 | Hand tools | ¢ Focus while working, and if necessary, use hand protectors.

e Adjust the workplace and organization to ensure that work with tools is performed in
ergonomically suitable positions so the worker does not have to use tools overhead.

#3 | Hand tools

Table 7. Suggested security measures for hand tools using ROVS software (modified [9])

5. Conclusion

The continuous re-evaluation of potential risk is a critical factor in effective risk management in any organization.
Sometimes, this step of keeping the risk analysis up-to-date gets underestimated, and.the data, thus the security measures
themselves, are not relevant, which can create many potential vulnerabilities for the organization. The necessity for
constant re-evaluation comes not only with the implementation of some ¢hanges in the company but also with the whole
growth of the technologies around the organization, which is nowadays way faster and drastically changes the number
and types of potential risks towards the company.

The paper focuses on the specific risk re-evaluation of an organization based on the data from a Czech company. Even
though several risk analyses have already been executed, thisimainly targets the selected fields of the company that are
pointed out as the most important. The main goal of risk assessment is always the safety of employees and people in the
organization area. For this re-evaluation, the work uses ROVS software, specifically made to evaluate the risks using PIE
analysis principles, and follows the related legislation. After-all the risks are evaluated and presented, the paper shows
suggested security measures from the ROVS software, which are thoroughly described. Even when there are not some
extremely critical risks that need to be dealt with, there are a few suggestions to make the work in the organization safe
and ready to deal with potential risks.

The work suggests using Knowledge Management principles for effective risk management and implementation of
new suggested security measures. Such principles.can help ensure a better understanding of the actual risks that the
organization can face and also provide long-term observance of set measures, not only because the legislation and security
policy say so but also because well-informed employees want to keep the safety of their work at the best possible level,
now that they know of the potential consequences. One should not make risk assessments only because of changes or new
implementations; effective risk management always focuses on continuous risk evaluation, so security measures are
always up-to-date and the organization’s vulnerabilities are under control.

Furthermore, the organization canexamine a different approach for the risk evaluation. For now, the risk assessment
has been executed mainly for.the security measures of the workspaces and the safety of employees. As technological
innovation rises, the company should also consider a thorough evaluation of its cybersecurity measures, where different
work can be focused on how. ROVS software can be used in this specific area.
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