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Abstract 

 

The incorporation of machine learning (ML) into software security testing has become a crucial advancement due to the 

increasing prevalence of sophisticated cyber-attacks. This integration offers substantial improvements compared to 

conventional security methods. This article provides a thorough analysis of machine learning methods used to enhance 

the detection, classification, and management of software vulnerabilities. We explore diverse machine learning techniques 

and assess their efficacy in automating and improving security operations in various cybersecurity scenarios. The research 

focuses on analysing the achievements and difficulties faced while training machine learning models for tasks like 

identifying vulnerabilities and optimizing security controls. This analysis is based on empirical data obtained from current 

case studies. In addition, we assess crucial areas that require enhancement and suggest strategic approaches for future 

study with the goal of maximizing the influence of machine learning on software security. This work contributes by doing 

a thorough investigation of the role of machine learning (ML) in cybersecurity. It presents a convincing argument for the 

incorporation of ML into security measures to improve their effectiveness. 
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1. Introduction 

 

In today's digital environment, the widespread presence of advanced cyber threats presents substantial dangers to the 

security and reliability of software programs and systems. Due to the growing intricacy and frequency of these dangers, 

it is necessary to employ sophisticated approaches to uncover and reduce software vulnerabilities. Conventional 

approaches for evaluating software security, however successful, frequently have difficulties in keeping up with the 

swiftly changing landscape of cyber threats. Therefore, it is increasingly necessary to incorporate innovative technology, 

such as machine learning (ML), into security testing frameworks to improve their effectiveness and reactivity. 

 

Machine learning revolutionizes software security testing by replacing traditional rule-based methods with intelligent, 

adaptive, and data-driven solutions. Machine learning algorithms could scan large volumes of data to uncover patterns 

and abnormalities that could signal vulnerabilities. This allows for a more effective and efficient way of detecting and 

correcting security problems. This study investigates the crucial role of machine learning in enhancing software security 

testing. It examines different ML techniques and their potential to enhance the identification, classification, and handling 

of software vulnerabilities. The utilization of machine learning in software security signifies a fundamental change in the 
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way vulnerabilities are identified and controlled. ML algorithms could learn from historical data and adjust to new and 

emerging threats, unlike older approaches that mainly depend on predetermined rules and signatures. The ability to adapt 

is essential in a dynamic environment where cyber threats are always changing and becoming increasingly sophisticated. 

 

Machine learning models can improve various areas of software security, such as identifying vulnerabilities, 

optimizing security controls, and analysing malware. ML algorithms can be trained to identify the attributes of susceptible 

code, allowing for early identification and prevention of possible security problems before they can be taken advantage 

of. Furthermore, machine learning has the capability to automate the process of choosing security controls, hence 

enhancing the efficiency and efficacy of security assessments [3]. To fully harness the potential of machine learning in 

improving software security, it is necessary to overcome many difficulties. An important obstacle is the interpretability 

of machine learning models. Several machine learning algorithms function as opaque entities, posing challenges for 

security analysts to comprehend and have confidence in their determinations. Enhancing the openness of these models is 

crucial to ensure their seamless integration into security workflows and to simplify the process of identifying and 

rectifying instances of false positives and negatives [12]. Another significant obstacle is the susceptibility of machine 

learning models to adversarial attacks, in which malicious actors modify inputs to mislead the model into producing 

inaccurate predictions. Continuing research is focused on creating strong defences against these threats. Furthermore, the 

ever-changing nature of cyber threats requires constant assessment and modification of machine learning models to ensure 

their ongoing effectiveness [13]. 

 

The incorporation of machine learning into software security testing provides notable benefits in improving the 

identification and control of software vulnerabilities. By utilizing the flexible and data-oriented capabilities of machine 

learning (ML), enterprises can enhance their ability to accurately detect and react to the intricate and ever-changing 

characteristics of cyber threats. Further investigation and innovation are imperative to surmount the obstacles linked to 

machine learning (ML) applications in the field of cybersecurity, guaranteeing that these technologies are both efficient 

and dependable in safeguarding digital systems. 

 

2. Software Vulnerabilities: Threats to Digital Security 

 

Software vulnerabilities, which are typically unforeseen defects or flaws in software code, provide chances for 

malevolent entities to exploit and compromise the confidentiality, integrity, and availability of sensitive data. 

Comprehending these weaknesses is crucial for developers, security experts, and companies dedicated to enhancing their 

digital safeguards. 

 

Inadequate input validation is a common source of these vulnerabilities, and therefore is an essential aspect of secure 

coding methods. Insufficient validation and cleansing of user inputs can lead to SQL injection attacks. These attacks 

involve the insertion of malicious SQL code into input fields, which can result in unauthorized access to databases, 

alteration of data, and execution of arbitrary instructions [2]. Authentication and authorization issues present substantial 

dangers. Insufficiently robust authentication mechanisms and poor authorization checks can lead to unlawful access. 

Vulnerabilities in these domains might empower malicious actors to obtain unauthorized privileges, retrieve sensitive 

information, or impersonate genuine users. Security misconfiguration, such as insufficient security configurations, default 

credentials, or unprotected ports, can provide attackers with unauthorized entry points or methods to increase privileges 

and exploit additional vulnerabilities in the system [1]. 

 

Buffer overflow issues pose significant threats to program security. Buffer overflows happen when a program exceeds 

the capacity of a buffer and writes more data than it can accommodate, leading to the overwriting of neighbouring memory 

regions. These vulnerabilities have the potential to result in the execution of arbitrary code, crashes of the program, or 

manipulation of the application's behaviour. This highlights the importance of careful memory management techniques 

[2]. Web applications are particularly vulnerable to Cross-Site Request Forgery (CSRF) and Cross-Site Scripting (XSS) 

vulnerabilities, which are highly worrying. CSRF manipulates a user's browser to do undesired actions on an online 

application, whereas XSS enables attackers to insert harmful scripts into web sites. Both vulnerabilities can lead to illegal 

actions, compromise user credentials, and create additional opportunities for exploitation. SQL injection poses a 

significant threat in this scenario, emphasizing the crucial importance of input validation and sanitation in avoiding the 

insertion of malicious code into database queries. This is essential for stopping unauthorized access to databases, 

tampering with data, and compromising sensitive information [1]. 

 

These examples demonstrate the range of software security risks, each necessitating comprehensive security 

evaluations and rigorous validation through testing and monitoring. Software security testing is a complex process that 

uses a thorough strategy to assess and strengthen the security of software applications. The complexity arises from a range 

of attack routes, constantly changing software environments, emerging threats, diversified software architectures, 

regulatory requirements, integration of other components, and the need to balance security with functionality. To address 

these difficulties, businesses adopt a comprehensive approach that includes static and dynamic analysis, penetration 

testing, code reviews, security scans, and other measures. Both manual and automated testing methods are employed, 
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with the utilization of machine learning becoming increasingly important in improving the efficiency and scope of testing 

[2]. 

 

3. Machine Learning Algorithms in Software Security: Use Cases 

 

Machine learning (ML) is a revolutionary method in software security that has made great progress in detecting, 

classifying, and handling software vulnerabilities. This section examines different scenarios in which machine learning 

algorithms have been successfully utilized to improve the security of software. 

 

3.1. Optimizing Security Controls 

 

An important use of machine learning in software security is the enhancement of security mechanisms through 

optimization. A study created an automated decision support system that uses machine learning. It uses historical data 

from past security evaluations in the banking industry to suggest appropriate security measures for new systems. The 

validity of this methodology was confirmed through empirical analysis utilizing historical data, resulting in an average 

recall rate of roughly 94% and a precision rate of around 63%. The results suggest that the system successfully finds the 

most pertinent security measures while also ensuring that the effort required to validate recommendations remains 

reasonable. This machine learning methodology greatly assists security analysts by simplifying the process of identifying 

essential security measures and reducing the likelihood of overlooking crucial measures [3]. 

 

The capacity of machine learning to examine vast datasets and identify patterns renders it highly ideal for enhancing 

security measures. Automating the selection process minimizes the effort on security analysts and improves the overall 

efficacy of the deployed security controls. This strategy enhances both efficiency and security by ensuring that security 

measures are current and capable of mitigating the most recent threats. Moreover, the incorporation of machine learning 

in the optimization of security controls enables ongoing enhancement of the security position. As further data is collected, 

the machine learning models may be updated to accurately represent the changing threat environment, guaranteeing that 

the security recommendations stay up-to-date and efficient as time progresses. The capacity to adapt quickly is essential 

for maintaining strong security measures in response to rapidly evolving cyber threats. 

 

3.2. Software Vulnerability Detection 

 

Machine learning (ML) has been widely used to discover software vulnerabilities, highlighting substantial 

enhancements in identifying potential security problems. In 2018, a study shown that a machine learning classifier could 

effectively detect a significant amount of software vulnerabilities by evaluating text attributes taken from C source code 

functions. This study shown that less intricate characteristics often achieved better results than more intricate ones, 

attaining an accuracy rate of 74% in comparison to 69% [4]. 

 

A 2020 study explored the integration of machine learning, static analysis tools, and software metrics to improve the 

prediction of vulnerabilities in long-term software projects. This methodology employed many machine learning 

techniques to forecast the existence and classification of vulnerabilities, elucidating the compromises between precision 

and recall in vulnerability identification [5]. A distinct study conducted in 2020 concentrated on the timely identification 

of susceptible code by utilizing machine learning techniques applied to software metrics collected from prominent C/C++ 

projects like Mozilla Firefox and the Linux Kernel. This study examined different machine learning models for predicting 

vulnerabilities and emphasized the difficulties in producing a well-balanced and precisely labelled dataset. The challenges 

of establishing a correlation between software metrics and vulnerabilities were also discussed. The study suggested 

improving detection models by incorporating supplementary indicators, such as code smells and static code analysis 

alerts. It also advised refining the models continuously based on developer feedback to boost predictions and minimize 

false alarms [6]. Additional progress in this domain encompasses the implementation of AIBugHunter in 2022. 

AIBugHunter is an integrated tool in the Visual Studio Code IDE that employs machine learning to promptly assess, 

categorize, and rectify software vulnerabilities in C/C++ code. This tool improves the programming process by promptly 

identifying vulnerabilities, providing explanations, and suggesting remedies [7]. 

 

These studies and tools demonstrate the substantial capacity of machine learning to enhance the detection of software 

vulnerabilities. By harnessing the power of machine learning, the precision and speed of detecting software vulnerabilities 

are significantly improved, offering strong answers to the constantly changing field of cybersecurity risks. 

 

3.3. Detecting Gaps in Web Application Firewalls 

 

The utilization of machine learning and evolutionary algorithms has played a crucial role in the detection of 

vulnerabilities in Web Application Firewalls (WAFs), specifically those that could potentially enable SQL injection 

attacks to evade security safeguards. This study centres on utilizing machine learning to independently produce and 

develop attack vectors, effectively detecting patterns that can circumvent Web Application Firewalls (WAFs). The results 
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illustrate the effectiveness of this approach in uncovering and taking advantage of WAF weaknesses. By utilizing machine 

learning, this approach enables ongoing and flexible testing of WAFs against various attack vectors, adjusting as new 

threats arise. This capacity is essential for preserving strong defence mechanisms in an environment where cyber threats 

are always advancing. The study utilizes advanced algorithms that imitate the strategies of criminal individuals, therefore 

revealing possible vulnerabilities in WAFs before they may be exploited in real-life situations [8]. Moreover, the 

utilization of evolutionary algorithms in combination with machine learning offers a more thorough evaluation of WAF 

security. It improves traditional static testing methods by incorporating adaptive, data-driven strategies that boost the 

precision and effectiveness of identifying security vulnerabilities. This novel methodology guarantees that Web 

Application Firewalls (WAFs) continue to be efficient in countering the most recent and intricate cyber hazards, hence 

offering an elevated degree of security confidence. 

 

3.4. Malware Detection and Analysis 

 

Malware poses a severe hazard in the digital domain, and over time, strategies to reduce malware risks have greatly 

advanced to improve digital security. At first, traditional techniques that depended on characteristics like as signatures 

and heuristics were used for identifying malware. Nevertheless, these conventional methods were insufficient in 

effectively combating emerging strains of malware that possess advanced obfuscation techniques. Deep Learning (DL) 

has become widely used in malware detection due to its greater effectiveness in identifying new malware variants 

compared to traditional methods. Furthermore, techniques based on deep learning expedite the prediction of malware with 

rapidity and accuracy, while also allowing for the investigation of many forms of malware [9]. Machine learning in 

malware detection aims to minimize the need for manual effort in classifying malware, focusing on specific and 

specialized areas. Machine learning algorithms are highly proficient at identifying patterns and similarities in data. 

However, human interaction and experience are still necessary to create datasets in a format that optimally supports the 

learning and classification tasks performed by these algorithms. Deep Learning has become a potent tool in identifying 

malware, surpassing conventional methods by acquiring the ability to detect new types of malwares through the 

recognition of generalized patterns. Furthermore, recent studies have emphasized the notable progress in automated 

machine learning (AutoML) for the identification of malware using deep learning techniques. AutoML techniques have 

been utilized to improve the effectiveness and precision of malware detection systems by automating the process of 

selecting the most optimal models and hyperparameters. This automation not only simplifies the process of establishing 

deep learning-based malware detection systems but also enhances their effectiveness and ability to adapt to new variations 

of malware [10]. 

 

The incorporation of machine learning, namely deep learning, in the identification and examination of malicious 

software has brought about a significant transformation in the domain. These sophisticated techniques provide exceptional 

performance in detecting and reducing malware threats, therefore greatly improving digital security measures. 

 

3.5. Software Bug Classification 

 

An excellent example of utilizing deep learning in software security can be seen in bug classification. Inaugurated in 

2024, this groundbreaking approach entails the establishment of a bug classification system with eight discrete categories, 

each delineated by precise keywords. Using the developed taxonomy, a significant dataset of 1.36 million software bug 

resolution reports is annotated using an earth-mover distance technique, following this classification framework. 

Following that, our methodology utilizes four advanced attention-based deep-learning classification techniques to analyse 

the annotated bugs. The usefulness of this strategy is demonstrated through empirical testing on a carefully curated dataset. 

The results demonstrate a mean F1-Score of 84.78%, demonstrating a balanced combination of precision and recall. 

Additionally, there is a mean macro-average ROC of 98.25%, suggesting strong overall performance in bug classification 

[11]. This research is leading the way in the growing interest in utilizing deep learning techniques to categorize bugs 

based on resolution reports. While machine learning methods have been used before in this field, this study highlights the 

improved performance capabilities of deep learning techniques. The objective is to utilize these sophisticated deep-

learning techniques to greatly enhance the effectiveness of bug classification. To summarize, this paper introduces a 

promising and new method for categorizing bugs, highlighting the substantial potential of deep learning in this domain. 

 

The use of advanced deep learning techniques has the potential to improve the effectiveness and reliability of software 

bug classification, leading to more secure software solutions. 

 

4. Challenges in Machine Learning Models for Cybersecurity 

 

The description of machine learning (ML) models poses a substantial obstacle in the field of cybersecurity, where the 

clarity of algorithmic decision-making is important. A considerable number of machine learning models function as 

"black boxes," employing intricate and frequently obscure procedures to handle inputs and generate outputs. The absence 

of transparency is particularly troublesome in security situations, when comprehending the rationale behind model 

decisions is essential, particularly when addressing false alarms. Cybersecurity analysts frequently choose interpretable 
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and comprehensible systems, such as rule-based and signature-based systems. These models provide more detailed 

understanding of their operations, facilitating the tuning and optimization process to decrease the occurrence of false 

positives and negatives. On the other hand, neural-based approaches, which lack transparency, provide challenges in 

adjusting and reducing risks because of their unclear characteristics. The opacity of the models' operations presents 

challenges in monitoring, assessing, and correcting them, as the underlying rationales for actions are not visible. The 

multifunctionality and complexity of current digital systems greatly increase their susceptibility, highlighting the 

importance of openness in efficiently managing and reducing potential security risks. The need for interpretability is not 

solely a matter of preference, but rather crucial for the efficient administration and dependability of security systems. 

Analysts must possess a comprehensive understanding of the underlying cause that led to the activation of an alarm to 

effectively mitigate prospective dangers and prevent the possibility of disregarding or misinterpreting any malevolent 

behaviours [12]. 

 

Furthermore, machine learning models are susceptible to adversarial attacks when malicious actors deliberately 

modify input data to induce the model to malfunction. The intrinsic intricacies of these systems contribute to their 

vulnerability to sophisticated adversarial attacks, necessitating the development of effective defence mechanisms as a 

crucial topic of continuing research. This manipulation has the potential to cause ML models to misclassify or provide 

inaccurate outputs, which poses a substantial risk in security testing. These flaws might be exploited to bypass detection 

or deceive security measures. Enhancing the resilience of ML models against such assaults requires the creation of strong 

algorithmic defences, careful design, and ongoing vigilance to ensure their ability to survive sophisticated manipulation 

attempts. Another persistent obstacle is the requirement for continuous assessment and verification of ML models to 

uphold their efficacy against evolving security risks. This necessitates the incorporation of systems that enable consistent 

monitoring, evaluation, and adjustment of machine learning models over a period. Implementing these procedures 

guarantees the continued efficacy of the models in the face of emerging dangers and the ever-changing digital 

environment. It is essential to establish precise and measurable measures for evaluating the efficiency of machine learning 

models in the context of software security testing. These indicators are essential for objectively evaluating model 

performance, making informed decisions, and consistently enhancing the security posture of software systems. Measuring 

the true impact and effectiveness of ML models is difficult without using measurable measures in a thorough and 

methodical manner. 

 

5. Future Works 

 

Addressing the challenges identified in the application of machine learning (ML) for cybersecurity requires a 

comprehensive approach focusing on several critical areas of development. Future research should prioritize enhancing 

the interpretability of ML models. This involves not only improving the performance of these models but also making 

their decision-making processes transparent. Techniques such as feature importance scoring, which highlights the 

variables most influential in model predictions, model visualization, which provides graphical representations of model 

functions, and the development of explainable artificial intelligence (XAI) methods, are crucial. These approaches can 

help demystify the inner workings of complex models like neural networks, making them more accessible and 

understandable to cybersecurity analysts who rely on them to make critical security decisions.  

Another vital area of future work is the development of robust defences against adversarial attacks. ML models in 

cybersecurity settings are particularly vulnerable to such attacks, where malicious inputs designed to deceive models can 

lead to incorrect outputs. Research into developing new defensive algorithms that can detect and neutralize these 

manipulation attempts is crucial. Incorporating adversarial training, a technique in which models learn from adversarial 

examples during training, can enhance their resilience by preparing them to recognize and resist these attacks better [12]. 

Additionally, establishing standardized frameworks for the continuous evaluation and validation of ML models is highly 

important. These frameworks should facilitate regular updates based on the latest threat intelligence and include adaptive 

mechanisms that allow models to evolve in response to emerging cyber threats. Continuous evaluation ensures that models 

remain effective as the landscape of threats changes and as new vulnerabilities are discovered. Moreover, there is a 

pressing need to develop standardized, quantifiable metrics for assessing the effectiveness of ML models in cybersecurity 

applications. These metrics should comprehensively measure various aspects of model performance, including accuracy, 

precision, recall, and robustness against attacks. Such metrics provide a basis for objectively evaluating a model's impact 

and effectiveness, enabling informed decisions about deploying and refining ML solutions in security settings [13].  

 

Collaboration across fields such as data science, cybersecurity, psychology, and ethics can yield innovative solutions 

that are technically effective, user-friendly, and ethically sound. This multidisciplinary approach can help tackle the 

complex challenges of ML and cybersecurity, leading to the development of robust, understandable, and morally 

responsible ML solutions. 

 

6. Conclusion 

 

This paper explores the significant advancements and applications of machine learning (ML) in software security 

testing, highlighting a pivotal shift towards more sophisticated, adaptable, and data-centric methods to enhance 
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vulnerability detection and security protocols. A comprehensive review of various ML algorithms has provided insights 

into their implementation across different cybersecurity tasks, such as optimizing security controls, detecting 

vulnerabilities, and analysing malware, demonstrating the depth and utility of these technologies in contemporary security 

practices. A primary takeaway from this discussion is ML's indispensable role in addressing the deficiencies of 

conventional security testing methods, which often fall short of matching the complexity and evolving nature of cyber 

threats. By integrating ML, organizations can improve their precision in identifying threats more efficiently and on a 

larger scale than traditional methods allow. For example, the application of ML in bug detection showcases its ability to 

effectively pinpoint security flaws with considerable accuracy, thereby hardening the security frameworks of software 

systems. 

 

However, this paper also highlights several challenges accompanying ML use in cybersecurity, such as the difficulty 

in interpreting ML models and their susceptibility to adversarial attacks. These issues underscore the critical need for 

continued research focused on improving the transparency and security of ML models to ensure they are both 

understandable and resilient against targeted attacks. Moving forward, the paper outlines essential steps for overcoming 

these challenges, stressing the importance of developing interpretable ML models that provide clear and actionable 

insights into their operations and enhancing the defence mechanisms of these models against adversarial threats. It also 

advocates for creating robust frameworks for continuously evaluating and validating ML models to maintain their efficacy 

as cyber threats evolve and new security practices emerge. While adopting machine learning in software security testing 

offers substantial benefits in enhanced threat detection and system security, it also necessitates a thoughtful approach to 

tackle the associated challenges. The success of ML in enhancing cybersecurity will hinge on both technological 

innovations and the strategic deployment of these technologies within comprehensive and evolving security 

infrastructures. 

 

7. References 
 
[1] https://signmycode.com/blog/top-software-vulnerabilities-of-2022-and-how-to-prevent-them, (2022). Top 

Software Vulnerabilities of 2022-23 and How to Prevent Them?, SignMyCode, Accessed on: 2024-01-15  

[2] Jimenez W., Mammar A., Cavalli A. (2010). Software Vulnerabilities, Prevention and Detection Methods: A Review 

1., Available from: 

https://www.researchgate.net/publication/253704494_Software_Vulnerabilities_Prevention_and_Detection_Metho

ds_A_Review_1, Accessed: 2024-01-16, in press. 

[3] Bettaieb, S.; Shin, S. Y.; Sabetzadeh, M.; Briand L. C.; Garceau, M. & Meyers, A. (2020). Using machine learning 

to assist with the selection of security controls during security assessment, Empirical Software Engineering (EMSE), 

Vol. 25, pp. 2550-2582., ISSN 1573-7616, DOI: 10.1007/s10664-020-09814-x, in press. 

[4] Chernis B. & Verma R. (2018). Machine Learning Methods for Software Vulnerability Detection, Proceedings of 

the Fourth ACM International Workshop on Security and Privacy Analytics, March 2018, pp. 31–39, DOI: 

10.1145/3180445.3180453, in press. 

[5] Pereira, J. D.; Campos, J. R. & Vieira, M. (2021). Machine Learning to Combine Static Analysis Alerts with 

Software Metrics to Detect Security Vulnerabilities: An Empirical Study, Proceedings of the 17th European 

Dependable Computing Conference (EDCC), Published by IEEE, ISBN 978-1-6654-3671-7, ISSN 2641-810X, 

Munich, Germany. DOI: 10.1109/EDCC53658.2021.00008., in press. 

[6] Medeiros, N.; Ivaki, N.; Costa, P. & Vieira M. (2020). Vulnerable Code Detection Using Software Metrics and 

Machine Learning, Published by IEEE, In: IEEE Access, Vol. 8, pp. 219174-219198, ISSN 2169-3536, DOI: 

10.1109/ACCESS.2020.3041181, in press. 

[7] Fu, M.; Tantithamthavorn, C.; Le, T.; Kume, Y.; Nguyen, V.; Phung, D. & Grundy, J. (2023). AIBugHunter: A 

Practical Tool for Predicting, Classifying and Repairing Software Vulnerabilities, Empirical Software Engineering 

(EMSE), Vol. 29, No. 4, DOI: 10.1007/s10664-023-10346-3, in press. 

[8] Appelt, D.; Nguyen, C. D.; Panichella, A. & Briand L. C. (2018). A Machine-Learning-Driven Evolutionary 

Approach for Testing Web Application Firewalls, In: IEEE Transactions on Reliability, Vol. 67, No. 3, pp. 733-

757., ISSN 1558-1721, DOI: 10.1109/TR.2018.2805763, in press. 

[9] Brown, A.; Gupta, M. & Abdelsalam, M. (2024). Automated Machine Learning for Deep Learning Based Malware 

Detection, Computers & Security, Volume 137, ISSN 0167-4048, DOI: 10.1016/j.cose.2023.103582., in press 

[10] Chio, C. & Freeman, D. (2018). Machine Learning and Security: Protecting Systems with Data and Algorithms, 

Published by O’Reilly Media, ISBN 978-1491979907, in press. 

[11] Prakash Meher, J.; Biswas, S. & Mall, R. (2024). Deep Learning-Based Software Bug Classification, Information 

and Software Technology, Vol. 166, ISSN 0950-5849, DOI: 10.1016/j.infsof.2023.107350., in press. 

[12] Peraković, D.; Hušnjak, S. & Remenar, V. (2012). Research of Security Threats in the Use of Modern Terminal 

Devices. Annals of DAAAM for 2012, Proceedings of the 23rd International DAAAM Symposium, Published by 

DAAAM International, Vol. 23, No. 1, ISBN 978-3-901509-91-9, ISSN 2304-1382, Vienna, Austria, in press. 
[13] Dakić V.; Redžepagić J.; Bašić M. (2022). CI/CD Toolset Security, 33rd DAAAM International Symposium on 
  Intelligent Manufacturing and Automation, Published by DAAAM International, ISBN 978-3-902734-36-5, ISSN 
  1726-9679, Vienna, Austria, DOI: 10.2507/33rd.daaam.proceedings.022, in press. 

W
or

kin
g P

ap
er

 of
 35

th 
DAA

AM
 S

ym
po

siu
m


