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Abstract 

 

The 4th Industrial Revolution increases connectivity within the production environment by transforming traditional 

automation systems to cyber-physical production systems. This conversion impacts intralogistics of a factory: Intelligent 

and interconnected transport systems, in the form of autonomous mobile robots, are increasingly integrated into the 

production process. This enhanced connectivity expands the attack surface of production facilities for cyber-attacks. In 

addition, the interconnection of safety and security poses a risk for people working on machines or around mobile robots 

in case of an attack. In order to highlight the interaction between safety and security, this study discusses the requirements 

of a mobile robot from both perspectives. Verification in practice is achieved by performing a penetration test on a test 

environment of a production network with an integrated mobile robot. The discussion of the detected vulnerabilities 

outlines the hazards of operating a mobile robot in an interconnected production network, causing a loss of Confidentiality, 
Integrity and Availability. Finally, these results are providing a basis for trustworthy mobile robotics implementations in 

production plants. 

 

Keywords: Mobile Robotics; Safety & Security; Penetration Test; Production Network 

 

1. Introduction 

 

The digitalization within production as part of the 4th Industrial Revolution leads to a high degree of connectivity in 
industry [1]. Existing devices are replaced by Cyber-Physical Production Systems (CPPS) [1] and the material flow within 

a plant is realized with automated guided vehicles or autonomous mobile robots [2]. This new approach requires a revision 

of outdated hierarchical communication models such as the Automation Pyramid and the isolation of Information 
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Technology (IT) and Operational Technology (OT), in order to cover all aspects. However, with the increasing 

connectivity of industrial systems, the attack surface for cyber-attacks affecting CPPS, e.g., mobile robots, is increasing 

[3]. In 2019, a survey pointed out that 59% of production companies expected an increase in security incidents [4]. 

Furthermore, the priorities of IT and OT systems are different, as the protection goals of Confidentiality, Integrity and 

Availability, also known as the CIA triad, indicate. Confidentiality has the highest priority within an IT system, followed 

by Integrity of information. Availability is only in third place. However, this ranking is different for an Industrial 

Automation and Control System (IACS). Here, Availability represents the highest objective, followed by Integrity and 

Confidentiality [5]. 

 

Despite its relevance today, security is not the only issue in robotics. Technical safety measures are intended to reduce 

threats to functional safety and therefore safety of persons is enhanced. If these technical safety measures are threatened 

by security vulnerabilities, they can be compromised in case of an attack [5]. Therefore, the two-way interaction between 

safety and security has recently been recognized as an issue by companies [6][7] and is used as motivation for the 

following research. 

 

In order to solve the problems mentioned above, the requirements for an application involving mobile robotics in 
Austria are first analysed followed by a focus on cyber-security. The knowledge acquired is applied to a dedicated 

demonstrator with a mobile robot by conducting a risk assessment. Subsequently, a vulnerability analysis and selected 

penetration test procedures are executed on the demonstrator and the mobile robot. In this concrete scenario, the 

connection between safety and security as well as the impact of security on safety in mobile robotics is to be analysed. 

 

2. Current Requirements for an Interconnected Production Environment Including Mobile Robotics 

 

In order to meet the requirements of the 4th Industrial Revolution, it is necessary to shift away from traditional 

automation systems and focus on a higher degree of flexibility. Custom requirements can be fulfilled using mobile robots, 

offering a high degree of flexibility in navigation, task performance and organization [8][9]. With this increase in 

flexibility, a growth phase in the market of mobile robotics is currently evident [10]. However, the implementation of 

flexible transport systems in interconnected production environments poses a new challenge in the context of security as 

the focus in robotics has long been on safety, development costs, speed to market and customer characteristics [11]. 

Requirements are therefore not only placed on the performance but also safety of the implemented vehicles which can be 

divided into mandatory laws and optional requirements based on the respective application and process.  

 

Figure 1 outlines legal framework conditions with relevance for the development and implementation of mobile 
robotics in Austria [12]. National legislation defines the basic regulations for this purpose. In Austria, these are the 

Maschinen-Sicherheitsverordnung 2010 (BGBl. II Nr. 282/2008)4, ArbeitnehmerInnenschutzgesetz 1994 (BGBl. Nr. 

450/1994)5 and Netz- und Informationssystemsicherheitsgesetz 2018 (BGBl. I Nr. 111/2018)6.  

 

 
 

Fig. 1. Selection of relevant laws, standards, and recommendations for mobile robotics in Austria 

 
4 Equivalent EU regulation: Directive 2006/42/EC 
5 Worker Protection Act 1994 
6 Equivalent EU regulation: Directive (EU) 2016/1148 
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Apart from national laws, international and national standards concerning the current state-of-the-art in safety and 

security are providing a framework for the operation and marketing of mobile robots. Despite the voluntary nature of 

standards, compliance may be mandatory by law (e.g., for the presumption of conformity) [13]. The implementation of a 

quality management mechanism is a recommended way to combine safety and security as the essential aspects for fully 

automated vehicles are: Quality, safety and security [14]. Furthermore, Figure 1 shows the guidelines of the Association 

of German Engineers (Verein Deutscher Ingenieure - VDI). These guidelines similarly provide state-of-the-art 

information elaborated by experts [15]. 

 

In addition to legal requirements, key requirements for a mobile robot, identified by a literature study, are Hardware, 

Navigation, and the Control System. The requirements for the type of the mobile robot [16][17], its geometric dimensions 

[18], load size [17] as well as the sensor system [19][20] and the power supply [19][18] are grouped in the category 

Hardware. Navigation includes the use of a guide path [17] and the integrated path planning functionalities [21]. The 

Control System is closely related to this category. Here, a distinction can be made between a central high-level control 

system for integrating several mobile robots into a production plant and a low-level control system directly on the vehicle 

[21]. Within the production process, indicators like idle time [17], average operation time [21], delivery reliability [17] 

and resource utilization [17][21] are identified as key requirements.  
 

Besides safety, which is covered by laws and standards, security must also be taken into account. Unprotected, highly 

interconnected CPPS, as mobile robots are, provide increased attack surfaces for cyber-attacks. In addition, a large number 

of different security threats can amplify vulnerabilities of insufficiently protected CPPS during an attack. Typical security 

breaches lead to the loss of one of the three security objectives: Confidentiality, Integrity and Availability. But for mobile 

robotics, there is an additional component: Physical interventions in the environment may result in safety hazards. 

 

The Robot Operating System (ROS) [3], a framework for mobile robots, has not only become established in the 

research sector, but is starting to develop a stronger position in the industrial sector as well [22]. The advantage of using 

ROS is the possibility of controlling mobile platforms combined with manipulators (mobile manipulators) in a single 

software framework [12]. However, there are several vulnerabilities in the implementation ROS such as missing 

authentication, authorization and encryption procedures [3], making it possible to bypass or deactivate the safety system 

in the event of an attack [23].  

 

In order to counteract these challenges, a holistic security approach is necessary when designing a system from the 

ground up (Security by Design). The IEC 62443 series provides seven basic requirements in addition to the security 

principle Defense in Depth (also called the Zones and Conduits model) which are intended to extend the CIA triad [5]: 
 

1. Access Control:     Passwords and user authentication 

2. Use Control:      User roles and authorization enforcement 

3. Data Integrity:      Session handling, cryptography 

4. Data Confidentiality:    Encryption 

5. Restrict Data Flow:    Network segmentation 

6. Timely Response to Event:  Logs 

7. Resource Availability:    System backup and recovery 

 

3. Materials and Methods: Analysis of Safety and Security for Mobile Robotics 

 

In order to practically analyse the cyber-security risks of mobile robotics in terms of safety, a demonstrator is 

developed. It is a test environment for a production network with an OPC UA server7 (Process Control Server), a Human 

Machine Interface (HMI) and a MiR1008 mobile robot. The demonstrator is an enhancement of the system presented in 

Reithner et al. [24] and the network topology used for the analysis performed is shown in Figure 2. 

 

Compared to the previous version of Reithner et al. [24], the desktop PCs have been replaced by industry-compatible 

network devices from Siemens AG. These include a Siemens Scalance S615 router and a Siemens Scalance W774-1 

access point. The Process Control Server has been implemented with a Revolution Pi Core 3+ 32GB by Kunbus GmbH. 

Additionally, the OPC UA communication with the robot has been revised. In order to trigger the individual missions 

already predefined on the MiR100, it is necessary to send a POST request to the REST interface of the MiR100. Since 
this is not possible directly from the OPC UA server, a Raspberry Pi (MiRWrapper) is used as a gateway. 

 

The demonstrator as described above provides the basis for the following practical analysis of the interaction between 

safety and security. A risk assessment is performed first, followed by a penetration test and vulnerability analysis. 

 
7 https://github.com/open62541/open62541 
8 https://www.mobile-industrial-robots.com/de/solutions/robots/mir100/ 
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Fig. 2. Zones configured as VLANs at the demonstrator 

 

3.1. Risk Assessment of the Demonstrator 

 

The risk assessment follows the process provided by the OVE EN 62443-3-2:2018 [25]. The first step is to identify 

the assets of the demonstrator, which are listed Table 1. 

 

Based on the identified assets and access points, the risks are identified and assessed within a multistage process. The 

most significant threats to the demonstrator, which may lead to limitations or failures, are identified during a High-Level 

Risk Assessment. After revising the Zones and Conduits model used for the demonstrator, all threats previously classified 

as High or Extreme are re-examined in the Detailed Cyber-Security Risk Assessment. 

 

In order to assess the security risk of the respective vulnerability, the risk classes identified during the risk assessment 

are used for the concrete evidence at the demonstrator. 

 

1. Industrial Automation and Control System (IACS) components: 

 

• Router [Siemens Scalance S615] 

• Switch [CISCO Catalyst 2950] 

• Access point [Siemens Scalance W774-1] 

• Revolution Pi “Process Control Server” [Revolution Pi Core 3+ 32GB] 

• Mobile robot [MiR100] 

• Raspberry Pi “MiRWrapper” [Raspberry Pi 3B V1.2] 

• Laptop Win10 “HMI” [Sony VAIO PCG-71211M] 

• Laptop Win10 “Configuration Laptop” [Lenovo ThinkPad T460p] 

 

2. Communication infrastructure: 

 

2.1. Internal dataflow - Protocol: 

• OPC UA (between the Process Control Server, HMI and MiRWrapper) 

• Hypertext Transfer Protocol (HTTP) (between the MiRWrapper and mobile robot) 

2.2. Internal dataflow - Medium: 

• LAN (connection of the server, switch, access point, HMI and configuration laptop) 

• WLAN (access point, MiRWrapper and MiR100) 

2.3. External data flow: 

• Access to the internet (only during configuration) 

 

3. Legal position: 

 

• Assurance of functional safety 

 

 

Table 1. Identified assets concerning the demonstrator 
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3.2. Penetration Test and Vulnerability Analysis executed on the Demonstrator 

 

The penetration test is executed according to the methodology presented in Shebli & Beheshti [26] combined with the 

Open-Source Security Testing Methodology Manual (OSSTMM) [27]. The first step, the preparation, includes the 

previously mentioned risk assessment, the choice of tools involved and the calculation of the robot’s speed. Afterwards, 

information about the system is gathered and an automatic vulnerability analysis is carried out by OpenVAS9. The 

vulnerabilities found are then exploited to disrupt the operation of the demonstrator or gain access to sensitive information. 

Tools deployed for this purpose are: hping(3), hydra, kisment(1), netcat(1), nmap(1), tcpdump(8) and Wireshark. 

 

The following limitations became apparent when carrying out the penetration test: The MiR100’s safety system was 

examined during the risk assessment but not considered as a target of the penetration test. The robot poses a potential 

danger to humans in the case of a successful attack or unsuccessful reversal of the test. Likewise, the MiR100’s internal 

router and computer were not considered a target. 

 

4. Discussion of the Results 

 
The results of the risk assessment based on the OVE EN 62443-3-2:2018 [25] indicate a high to extreme cyber-security 

risk. The classification of 63% of the risks identified in the Detailed Risk Assessment is High. Another 20% are considered 

extreme, as human injury may result. At the same time, none of the risks are classified as Low, as they represent a more 

detailed analysis of the High and Extreme risks of the High-Level Risk Assessment. 

 

Additionally, the penetration test revealed that the demonstrator discloses a lot of information (see Table 1). The 

services of the individual ports reveal which (insecure) protocols are used. Not only that the MiR100 is controlled via a 

HTTP connection, but also that expired certificates and outdated software or protocol standards are used. The Telnet port 

is not blocked at the access point making a cleartext login possible. Furthermore, the Process Control Server, router and 

access point are using outdated TLS versions (TLSv1.0 and TLS1.1). Another vulnerability affecting SSL/TLS is the 

expired certificate on the Process Control Server and the used signature algorithm of the certificate. SHA1 with RSA 

encryption is now considered weak and should therefore no longer be used. However, these are security breaches in the 

area of Confidentiality. Using the information gathered, further attacks could be initiated. These resulted in a loss of 

Integrity, e.g., by sending previously sniffed REST requests to the MiR100. A loss of Availability was triggered either by 

a Denial of Service (DoS) attack on web interfaces or directly on the Process Control Server. Additionally, a loss of 

Availability was caused by the execution of different scans (e.g., OpenVAS, nmap (1)) or the manipulation of the MiR100 

using the ROSPenTo, a penetration testing tool for ROS [28]. 
 

Vulnerability / Threat Affected Device Risk Classification 

Encryption of the OPC UA communication MiRWrapper, Process Control Server 

and HMI 
Low 

Expired SSL/TLS certificate Process Control Server Medium 

Disclosure of the use of insecure services 
Process Control Server, access point 

and MiR100 
Medium 

Telnet Unencrypted Login Access point Medium 

Service failure triggered by an intrusion 
MiRWrapper and Process Control 

Server 
High 

ROSPentTo Stealth Publisher Attack [28]  MiRWrapper and MiR100  High 

Choice of insecure passwords for the 

devices 
MiRWrapper and MiR100 Extreme 

 

Table 2. Identified and most relevant vulnerabilities of the demonstrator, affected devices  

and respective risk classification 

 

None of the actively conducted attacks resulted in a movement of the MiR100 or a failure of the safety system, 

primarily because it was not considered to be a potential target. In conclusion, the MiR100 within the demonstrator does 

not pose a danger related to machine safety per se. Nevertheless, this combination poses a high risk for cyber-attacks. 

 

5. Conclusion 

 

By integrating CPS, such as mobile robots, as part of modern production systems, new opportunities for attacks and 

potential hazards arise. A high level of expertise is required in order to identify and mitigate these with suitable measures. 

Laws, standards and guidelines, especially in the area of safety, already form a well-developed basis. However, there is 

 
9 https://www.openvas.org/ 
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also an interaction with IT security. The lack of awareness concerning security in production facilities is still a challenge. 

Therefore, this study practically analyses the cyber-security threats associated with mobile robotics and the impact of 

selected attacks on safety. 

 

Based on a risk assessment, a penetration test was performed on the demonstrator and the MiR100. It revealed 

vulnerabilities already identified in the previous step by practical application. In particular, the security aspect is 

endangered by the high vulnerability of Confidentiality. Breaches in the security goals of Integrity and Availability were 

also revealed which had no impact directly on the safety of the mobile robot, as the critical parts were excluded from the 

penetration test. 

 

Concluding, it can be said that the MiR100 within the demonstrator does not pose a danger related to machine safety 

per se. However, this does not apply to other scenarios where hazards for persons in the area around the robot triggered 

by security breaches may certainly occur. In order to accomplish an integration of mobile robotics in a production 

environment, a mitigation of the identified risks and a subsequent re-evaluation is necessary. This applies in particular to 

cyber-security risks, as these are not yet covered by legal regulations. Therefore, it is recommended to apply the IEC 

62443 series as a basis for securing industrial communication networks. 
 

Further research can be conducted by the extension with a real production process, consisting of a machine and 

transported goods. Other and more extensive scenarios can be realised, which may also pose a greater threat to safety. In 

addition, removing the restrictions for the penetration test (safety PLC, MiR’s computer and MiR’s internal router) offers 

three entirely new attack targets, providing a definite greater impact on safety. In addition, the attack surface of Industry 

4.0 plants is increasing due to the implementation of additional Cyber-Physical Systems. Therefore, the connection 

between safety and security cannot be neglected in industry. A general awareness of the connection between safety and 

security has to be created. 
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