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New technological solutions led the industrial society to new methods of collecting, processing, storing, and
transmitting a large amount of information. This factor is directly related to the fact, that now they are moving away
from partial automation of mechanisms to the tasks of combining the entire production process into a single information
cycle of control and monitoring. Automated systems for logical control of technological processes were built to perform
simple tasks, but with the increase in production capacity, the complexity of control also increased, which led
increasing the number of information links and information flows [1-3]. This, in turn, led to the need for modularity,
flexibility, expansion of software and logical capabilities, increased fault tolerance, and scalability [4-6]. When such
requirements are met, automated production systems are one step closer to "smart production", and for the full
implementation of the "Industry 4.0" concept. It is necessary to combine all digital streams and data into a single
systematized database for processing Big Data.
In KIAM, on the base of the International laboratory "Sensorika" and partners, a processing control system has been
developed and implemented, capable to handle large data loops within itself. Specialized application program has been
created, that allows simultaneous monitoring of all control actions emanating from the operator, technologist and rigid
control logic with the ability to analyze for contradictions, thereby eliminating the occurrence of emergencies, in turn. It
allows you to keep the risk of equipment failure at the necessary low level. The role of the operator in this process
system is to passively monitor the displayed data, that occurs in the shop in real time, on the monitor, as well as the
selection of necessary recipes that are created automatically and stored in the database. In addition to the control system
was implemented in software for database, preserving all actions of the operator, as well as storage of recipes and
recording new recipes for "intelligent system" monitoring all components and assemblies of the processes.
Keywords: monitoring and control of technological production processes with the use of extensive logical analysis,
Industry 4.0 implementation, SCADA
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1. Introduction
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KIAM Russian Academy of sciences in cooperation with International Laboratory "Sensorika" and its’ partners have
developed and implementing the industrial processes control system capable of internally organizing the large data
plumes, as well as a specialized application program for control a real production site [1-9]. This software allows you
simultaneously monitor all the control actions coming from the operator, technologist and had control logic with the
ability to analyze the presence of contradictions, thereby eliminating the occurrence of emergencies. This, in turn,
allows you to keep the risks of equipment failure at the necessary low level. The control object system consists of two
complexes: transport/molding and synthesis of substances (brewhouse).
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The operator's role in this technological process is to passively observe the displayed data showing the occurring in
the shop in real time, on a monitor, as well as to select the necessary recipes, that are created automatically and stored in
the database. Figure 1 shows the operator interface, describing the brewhouse processes (substance synthesis) with
controls, reporting, recipe changes and output of emergency status data.
In addition to the control system, so software for a database was implemented, with all operator actions saved, as
well as with the storage of recipes and the ability to record new recipes using the "intelligent system" for monitoring the
state of all units and aggregates of the “cooking” process.

Fig.2. Transport and molding (drying complex)
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Fig.1. Complex the synthesis of substances
(brewhouse).
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Returning to the hardware component of automated production control systems, it should be noted, that the use of
expensive feedback actuators in this version of the system is not a mandatory requirement [10-15]. The control logic
processes based on an analysis of the whole system, and automatic opening, such as valve (gate valve) can be traced by
circumstantial evidence - such as the increase or decrease of water volume in the tank, and changing temperature
indicators in the system, etc.
Design of the workshop and control system
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The manufactured raw materials in the brewhouse complex enter the transport and forming drying complex, where
the subsequent solidification of raw materials takes place. The drying complex consists of a transportation system of rail
tracks with trolleys carrying molding containers for raw materials. Depending on the consistency of raw materials, its
drying parameters change, so the drying process for each of the blanks is individual. Figure 2 shows the interface for
visualizing the state of the drying shop, with the output of limit switches, as well as the ability to make decisions on
controlling the direction of movement of trolleys.
Operational management of all types of productions implies an immediate response to the operator's control actions,
especially if this action is associated with an emergency stop of technological processes [16-22]. Operational control
can be carried out at the appropriate operator stations, using light fittings and a software package installed on a
computer. The software package refers to a SCADA system, that allows the processing of data involved in the
technological process.
The created software and hardware implement typical processes, that take place in a significant part of the control
systems of smart factories, built on the basis of the Industry-4.0 concept [23-27]. Thus, the data, obtained from the
implemented software and hardware tools, are a good example of creating a technological base, a constructive approach
to organizing smart industries and other similar industrial applications.
Below (Fig. 3) is a variant of the operator's monitors. One monitor shows the visualization of technological
processes, while the other displays images from video surveillance cameras. Switching between brewhouse and drying
processes is performed in the upper part of the operator's PC working field.
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Fig. 3. Interface of the production processes monitoring and control system.
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The scheme of organization of the upper level of process control and monitoring is shown in Figure 4. it consists of
a central server with the function of reserving and duplicating data in real time with operator stations connected to it.
Specialized software, that is configured to work within the process system allows you see the output video stream from
surveillance cameras, as well as output of SCADA by the system's SCADA interface, with the ability to authorize and
set control priorities.
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Fig. 4. Diagram of the organization of the top level of control and monitoring
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To ensure trouble-free operation of production processes, all control functions and tasks were divided into two parts:
⎯ Planning tasks and eliminating logical contradictions;
⎯ Real-time execution of the software algorithms.
Partial planning of functional movements can be performed through the SCADA system, installed at the operator’s
station of the upper control level.
Thanks to operator stations with SCADA system, it becomes possible to monitor the software forecasts and
calculations made, monitor the actual readings of various sensors and issue control signals to the executive elements of
the production process, performed using programmable logic controllers [28-31].
Typical in this project are the tasks of managing the preparation of raw materials based on hundreds of recipes, as
well as predicting the movement of mechatronic modules on conveyors [32-34].
Thanks to a specialized algorithm, within the framework of this project, it became possible to predict contradictions
and emergencies during the execution of the technological process.
In the drying complex, on the basis of this algorithm, the motors (around 100 units) are controlled according to the
law of trapezoidal change in the speed of movement. Due to the need to take into account many different parameters of
mobile trucks/trolleys on conveyor rails (loading, wear of driving parts, etc.), it was necessary to pay special attention,
for example, to control and constantly calculate the moments of approach to the areas of acceleration, braking with a
given acceleration or moving at a constant speed. The appropriate application package with a process simulation model
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is implemented/embedded into the system. Thanks to this package, it becomes possible to analyze the states of each
mechatronic module in the complex and make adjustments to production scenarios.

Fig. 5. Test of the algorithm for logical analysis of the technological process of manufacturing
and casting finished raw materials into molds.
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In accordance with the above, specialists and participants of the KIAM “process automation group” and the
International laboratory "Sensorika" were written the algorithm, as well as its analysis based on the logic. This
algorithm is written in the Delphi software environment, the test of the algorithm for controlling the brewhouse
complex is shown in (Fig. 5).
Design and work of the algorithm and PLC program
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The algorithm of analysis for the presence and elimination of logical contradictions includes a program for constant
getting and comparison of the values of readings received from various sensors of the system. To compare this data, we
developed a system of Boolean and symbolic tables, which we will present as examples/fragments below. Each sensor
reading value is described and analyzed by the Boolean functions. Based on the analysis results, the appropriate value is
assigned if FALSE, the system outputs an error message with the appropriate parameters and an early exit from the
analysis cycle occurs with the message "the file with sensor parameters was not read". If TRUE, the values received
from the sensor are read and updated in the sensor readings field.
The file format with sensor values is as follows: all sensors are divided into 3 types - volume sensors (type
designation – V), temperature (T), and pressure (P). Each sensor has two indexes: upper and lower. The upper index is
an ordinal number for this type of sensor, while the lower index denotes the object, to which this sensor belongs. For
example, V^1_1, the first probe volume refers to 1st to the autoclave, measures (in tonnes), volume of loaded source of
the product; V^13_1 – thirteenth the volume sensor, refers to 1 st to the autoclave, measures (in liters) volume of water
in the autoclave; T^8_16 eighth temperature sensor, measures it in the barrel 16; P^2_3 – a second pressure sensor,
which measures the object 3 to the second autoclave, and so on. There are 36 sensors in total: 17 for volume, 13 for
temperature, and 6 for pressure (Fig. 1).
Low level is realized on PLC. It stands to mention, that every PLCs have special programs (Fig. 6) to monitor the
operation of valves (area a) and sensors (area b) and, of course, there is module for control the connection (area c).
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Figure 6. Programming the PLC models.

It is used OPC-server for connecting PLC and SCADA system. It is common way, to connect all PLCs and similar
devices with top-level control systems. In figure 7 you can see program window for configuration of OPC-server. Also
it was implemented the bridge from OPC-server to Delphi simulation model.

os

4. Conclusion
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mp

The developed algorithm supports fixing button-pressing events on the central hardware control panel of the shop
for the subsequent generation of recipe programs. The algorithm was tested at an enterprise in the Moscow region as
part of the automation of the hardware and software control complex for a robotic industrial production line for making
of innovative materials. The system in automatic mode successfully calculates the results of the control algorithms and
issues recommendations to the operator and technologist, on the basis of which the automated process is able to work
flawlessly and produce high-quality products.
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