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Abstract
The accuracy and reliability of laboratory tests play an important role in decision-making in the field of industry and
services. These tests depend, in particular, on pre-analytical, analytical and post-analytical phases, and it is, therefore,
unnecessary the related processes in detail and to know how to manage them. It is therefore recommended to comply
with the requirements of ISO 17025:2017 and the use of risk management tools and procedures. The paper has a
conceptual nature and summarizes the information from the literature, specifying the most common mistakes that occur
in the various phases of testing.
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1. Introduction
Calibration as well as testing and sample analysis is the daily practice of more than 60,000 laboratories around the
world. Their main goal is to assure customers of the reliability of their results. It enables them to demonstrate that they
are technically competent and able to produce valid and reliable results [1].
It is very important to perform a number of quality control tests before and also during different stages of processing
[2]. In accredited testing laboratories, accredited tests of products from different areas of the industrial sphere are
performed to verify their compliance with the legal and customer’s requirements.
The problem is that not all laboratory tests will achieve successful results due to various errors, which may occur in
the pre-analytical, analytical and postanalytic phases [3]. To obtain reliable test results, prevention and complete error
detection is required in all steps [4]. Each stage and specific activity in the laboratory are subject to various risks. The
risk realtes to the unknown outcomes of the future event with the assumption that these outcomes will be undesirable.
“To deal with it effectively, risk-based considerations must be integrated into an analytical framework such as Risk
Management” [5]. The ultimate goal of any risk management process is to identify, assess, mitigate, and eliminate the
risks to an acceptable level [5]. The prerequisite of a safe and competent laboratory is its management by managers who
are able to apply the theory of risk and to reduce it to an acceptable level. Each laboratory must firstly assess the
possible occurrence of errors and outline the steps necessary for their detection and prevention before they may cause to
any undesirable event [6].
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This can be achieved by risk management in accordance with the requirements of the standard ISO 17025:2017.
Risk management is currently a decisive function, it is more than just a simple process of hazard avoidance. The
company Marsh helps organizations create or revise existing risk management frameworks and implement other
procedures to help organizations achieve better results [7]. The purpose of this article is to present risk management
possibilities related to standard ISO 17025:2017 in accredited testing laboratories.
2. Risk and management of risk in laboratories
According to the standard ISO 31000:2018, the risk is defined as the deviation from the expected. It may be positive
or negative [8]. The risk arises in every activity, because no one knows exactly what will happen in the future. If we
knew how to predict what will happen with absolute accuracy, there would be no risk. Cechova defines risk as a
situation where there is a probability of a negative deviation from the desired.
Risk can be expressed as the possibility of gain or loss. [9]. Stoneburner et al. define risk as the “net negative impact
of the exercise of a vulnerability, considering both the probability and the impact of the occurrence” [10]. Nichols
defines risk as a probability of a laboratory error that could lead to an undesirable event [11]. One of the risks of a
testing laboratory is also failure to meet customer’s requirements, delivering of incorrect analytical results to customer,
and failure to meet the requirements of accreditation. All this may damage the reputation of the laboratory [12].
Risk management is defined as coordinated activities of control and review of the organisation regarding the risk
[8]. Risk management is to be understood as part of the organization's quality management system. Nichols defines risk
management as a method of determining relationships in processes of identifying, analyzing, evaluating, handling,
reducing and continuous monitoring of risks that helps to minimize losses and maximize opportunities, keeping risks at
an acceptable level [11].
Risk management is currently one of the main topics of interest to researchers and workers in the field of
management [13]. Studies offer several variants of risk management. Boehm has proposed a variant that consists of two
main phases: the first stage is the risk assessment, which involves identification, analysis, prioritization, and the second
control phase, which involves risk management planning, categorization and monitoring [14].
Kremljak describe a process consisting of four phases – planning, assessment, handling and monitoring. This
process coincides with the Deming cycle of continuous improvements in quality management (PDCA - Plan, Do,
Check, Act) [15].
Chapman and Ward have proposed a process consisting of nine phases [16]:
• Defining the key aspects of the project,
• Focusing on a strategic approach to risk management,
• Identifying possible risk locations,
• Structuring information about risk assumptions and relationships,
• Assigning ownership and responsibility for a given risk,
• Estimating the extent of uncertainty,
• Evaluating the relative magnitude of the different risks,
• Assigning responsibilities for planning, monitoring, and control of the risk.
Risk management involves three basic phases:
• Identification of risks
• Assessment of risks
• Mitigation of risks
This short survey highlights the existence of compliance in the area of risk management.
2.1 Identification of risks
Identification of risks is the basic phase in risk management practice. Identifying, we record the risks that can affect
the whole activity of the laboratory. This step is critical to effective risk management throughout the process. The
outputs from identification of risks are further used as input for risk analysis. This is a recurrent process that must be
thorough to ensure that all threatening risks are accurately identified. Identification consists of systematic identification,
analysis, categorization and documentation of risks [17].
Risk identification is the most difficult step in the risk management process. Therefore, it is important for the
laboratory to focus on creating a comprehensive register of risks. The goal is to identify all risks before they occur [18].
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2.2 Risk assessment
The risk assessment and determination of its weight is necessary for selection of the appropriate measure depending
on the situation that the risk may cause. The studies have shown that 46 % to 68.2 % of laboratory errors occur in the
pre-analytical phase [19]. The pre-analytical phase represents all the processes, processes and analyzes performed until
the sample is received by the laboratory [19]. This phase of the testing process is responsible for most laboratory errors,
involving problems with manipulation with samples that occur before the samples arrive to the laboratory. Serious
mistakes may occur during transportation, manipulation and identification of samples. The pre-analytical phase must
therefore include strict control measures to avoid problems [20].
Errors that may occur in the pre-analytical phase are: inappropriate test requirements, errors during order placemet,
use of incorrect containers, inadequate sampling and sample transportation, inappropriate sample volume, sorting and
labeling errors [21]. As reported by Carraro et al. the most common mistakes in the pre-analytical phase are: missing
sample, lost application for sample testing, incorrect or missing sample identification, contamination, insufficient
sample size, inappropriate packaging, inappropriate shipping and storage conditions [22]. The majority of errors in the
entire testing process come from a pre-analytical phase that takes place outside of the laboratory and is closely related to
communication between the laboratory and the the customer. It is therefore advisable to focus the effort of risk
reduction at this stage, thereby maximizing the reliability in the entire testing process. The second phase is the
analytical phase. Unlike the pre-analytical phase, approximately 7 % to 13 % of laboratory errors occur in the analytical
phase. This phase includes what is commonly considered “the real” laboratory testing or diagnostic procedures which
eventually produce results. Errors that may occur in the analytical phase are: equipment and instrument failure, failure
in quality control, incorrect test or calibration procedure [23]. In addition, according to the requirements of ISO 17025,
it is necessary to manage the risks associated with the occurrence of errors, such as: inadequate environmental
conditions, inappropriately chosen testing method, loss of the sample or the measure, incorrect estimation of uncertainty
of measurement, incorrect identification of components of uncertainty, absence of traceability to the units of SI and
other risks resulting from non-compliance with the requirements for the management of the laboratory [24].
In the post-analytical phase occurs 18.5 % to 47 % of errors. The post-analytical activities within the laboratory
include: verification of the results, their processing in the information system and communication with clients [25].
There are studies that analyze the tasks performed at each stage of the test from the pre-pre-analytical to the post-postanalytical phase. As Piton states, the most common errors in the overall testing process of the laboratories are as
follows:
• Pre-pre-analytical phase (46 % - 68 %) - inappropriate test application, incorrect ordering, incorrect sample
identification, incorrect sampling, inappropriate shipping container, improper handling, storage or shipping.
• Pre-analytical phase (3 % - 5 %) - incorrect sorting and dispatching of samples, sample labelling.
• Analytical phase (7 % - 13 %) - device failure, mixing of the samples, unspecified quality control failure.
• Post-analytical phase (13 % - 20 %) - incorrect verification of analytical data, failure in reporting, poor handling,
incorrect data entry, failure or delay in reporting of critical values.
• Post-post-analytic phase (25 % - 46 %) - delayed or missed response to laboratory reports, misinterpretation of the
results, inappropriate or inadequate corrective action plan, failure to provide na appropriate consultation [26].
Based on presented views of the authors, figure 1 lists the likely failures in the individual phases of laboratory testing.

Fig. 1. Summary of the most common failures in the laboratory
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2.3 Mitigation risks
The success of every effort to reduce failures must be monitored to assess the effectiveness of the measures taken.
The established quality indicators (number of complaints, number of calibrations, etc.) must be used for the assessment.
It is extremely important to integrate into the testing process the areas involving non-expert staff, departmental
communication and overall collaboration. Therefore, the entire system must be involved in improving the overall testing
process. Appropriate and effective staff training must be ensured throughout the organization in order to be able to carry
out processes in compliance with ISO requirements [23].
The development and extensive implementation of a comprehensive quality management system (QMS) is the most
effective strategy to minimize uncertainties in laboratory diagnostics. This can be pragmatically achieved by using three
complementary steps: to prevent undesirable events (error prevention), to make them more visible (error detection) and
to mitigate their adverse consequences if they occur (error management) [27].
A common tool for identification of causal factors and interpreting their relationship to a defined risk is the risk
analysis tool (Ishikawa diagram) This graphical risk analysis tool enables employees to visualize and classify causal
factors that may contribute to failure. With this tool, the causes of the risks can be moderated or managed by applying a
laboratory’s Individual Quality Control Plan (IQCP).
Risks identified through the risk analysis tool can be further analyzed using the FMEA – Failure Mode and Effect
Analysis. It uses a systematic process of identifying potential failures before they occur in order to eliminate or
minimize risk. A similar technique for examining probable sources of failure is Fault Tree Analysis (FTA). The FTA is
a top-down approach that begins with the assumption of a high level of danger and the identification of the main cause
of the hazard. It is useful in the case of possible multiple malfunctions and their effects at the system level [28].
3. Conclusion
The paper presents a literature review of risk management options in accredited testing laboratories related to
standard ISO 17025:2017. The review suggests that the laboratory testing process is carried out in three phases and that
in each phase the individual operations are subject to various risks that may give rise to errors. Therefore, it is necessary
for the laboratory to implement risk management into its activities. With the help of risk management techniques, we
minimize the possibility of errors, thus we can ensure the capability of laboratory test results. Risk management does
not provide for complete risk elimination, but by introducing a rigorous management process that involves detailed
identification, classification, analysis, and monitoring of risks, we will contribute to reducing the risk to an acceptable
level. The review also shows that the decisive phase of laboratory testing is the pre-analytical phase. Therefore, the
laboratory should focus on this phase.
The laboratory can use a variety of analytical tools and methods to thoroughly identify the causes of risk. The
examples of such tools include: Failure Modes and Effects Analysis (FMEA), Fault Tree Analysis (FTA), Event Tree
Analysis (ETA), Risk Project Analysis (RIPRAN), Risk Matrix, and the like. Using these methods, laboratories can
work effectively with the risks and thus increase the chance of achieving the accreditation by demonstrating that they
are technically competent and able to produce valid and reliable results. Further research will be focused on the use of
this tools and methods, and together with risk management, specific experiments will be carried out in accredited
testing laboratory.
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