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Fig. 2. Ciphering a packet 
 

 
 
Fig. 3. Deciphering a packet 

 
Security of the protocol is limited by IV repetition statistics 

and the initial guess of the attacker in original packet. The 
classical packet contains header in the first few bytes that 
controls the rest of the packet. The headers are statistically very 
similar, and are positioned on the same location in each packet. 
To make attacker's life more difficult, protocol must be 
designed for floating position of the header. In this situation, 
attacker can be confused by changing the entire message, and 
he/she cannot record more starts of header (SOH) in the same 
place. 

 
3.2 Design of the protocol of the packet 

As the previous chapter says, the protocol must be adapted 
to sustain maximum security of data. The protocol supposes 
that all transferred data is binary and compressed. This implies 
that data entropy of the packet is near to 1 Shannon/bit. This 
means, that data has small redundancy, and ciphering is very 
effective, due to small distance between two valid messages. 

The first few bytes of the packet are obviously treated as a 
header. For the maximum security in the designed protocol, 
these bytes (called P) have been filled by a random number. 
The rest of this buffer is reserved to carry the data in the form 
of circular buffer (See Fig. 4). 

We can define algorithm, which converts P into a number, 
identifying position of the starting point in data buffer (SOH). 
The algorithm can use modulus arithmetic, using some prime 
number as a base of division (for example 1493). Algorithm is 
mathematically described in equation 1: 

 
ܪܱܵ ൌ ሺܲܭଵ ൅  (1)                         ݎ ݀݋݉  ଶ ሻܭ

 
On the transmitting side, there is no additional overhead 

except single modulus division and storing data to circular  

 
Fig. 4. Circular buffer with defined start of header (SOH) 
 
buffer. It is fast and additional cryptographic processor is not 
needed. Plaintext data is never visible outside of the device on 
the bus. On the receiving side, there is same overhead as well as 
on the transmitting one. 

On the attacker side, there are some garbage bytes on the 
beginning of packet. Stochastic analysis of those bytes over IV 
gives no results, because it is compressed random number. 
Stochastic analysis of any block over IV gives no result, 
because the data position changes inside every block. 
Stochastic analysis of entire packet gives no results because of 
different IV in every block (the CBC mode helps there). The 
only way to get the decoded data is to know the keying scheme 
and know the keys K1 and K2. 
 
4. CONCLUSION 
 

Current secure implementations of mobile robot protocols 
have some vulnerability that can help attacker to partially 
decode the stream and break the transmission keys. 

In this article we described our mutation of standard 
protocol which makes some specific attacks more difficult. 
Proposed modification uses Block ciphering chained with CBC 
scheme and proprietary protocol with floating header position. 
Floating position is based on random number. 

The designed communication scheme will be in the future 
used to securely transport data via unsafe link between mobile 
robot and operator's station. 
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