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Abstract

The use of cloud computing to ensure interaction between the state and citizens allows to speed up information interaction,
to realize state services, to reduce the costs of providing such interaction, but at the same time this interaction raises
important questions about the reliability of the cloud provider and security of interaction. Providers of the cloud can be
both public authorities and private organizations. In the event that the cloud provider is a government agency, it can be
assumed that all the requirements for security will be met. However, if the cloud provider is a private person, then we
cannot be sure of security, if these requirements for security are not mandatory. It should be noted that Russian legislation
does not require the mandatory application of information security standards. In this regard, the security of stored
information in the clouds and its legislative support, the responsibility of providers providing cloud access services are
very significant for the use of this technology in Russia.
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1. Introduction
1.1.  Main issues of this article

The term «cloud computing» is often used in various spheres of public life. «Cloud computing» refers to technology,
which is created to optimize business processes and improve the service quality, different service providers and to increase
people’s informatization level. Questions on people’s interpersonal relationship are arising more often in the field of
medicine, government, the banking and private sector. The application of cloud computing is a strategy important
development for the computer technologies and provides different services.

The active introduction of cloud computing (CC) put questions to the legislator about the specifics of regulating
these people’s behavior online. These are questions of data security when it is stored in the cloud computing and question
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of whether the cloud computing is private or government owned. Question as to the requirements for the cloud Internet
Service Provider’s (ISP) effective functions as well as ISP’s responsibility for it is own action and those of third parties,
remain unanswered. Is it possible to on sure that technology which allows us access to the cloud computing is reliable
and safe? What if public information and IT systems are hosted abroad?

Whether the government has determined the requirements for ensuring the security of information and emerging
relationships the proper regulation and trust of citizens to the security of relationships depends.

The authors of this article will try to answer these questions.

1.2.  Definition “cloud computing” in Russia

The State Program of the Russian Federation «Information Society (2011-2020) » [4] considers the development of
cloud computing to be one of the main priorities. The creation of a national platform of cloud computing is provided in
this government program. It is planned to connect all the public authorities of the Russian Federation in the period of
2011-2020. In 2010 to a Russian platform, the Deputy Minister of Ministry of Communications and Mass
Communications of the RF said that «these kinds of proprietary technologies in Russia are practically absent therefore,
this sector is actively engaging with foreign companies such as Google» [25].

Despite the active application of the term «cloud computing» in the Russian Federation, this term has no legislative
definition. Despite this, «cloud computing» was taught at technical universities in 1990s and the further development of
this technology at public institutes was predicted. Consequently, we used to definition which the Institute of Electrical
and Electronics Engineers (IEEE) gave. According to the IEEE’s definition published in 2008, «Cloudy data processing
is a paradigm within which information is constantly stored on servers on the Internet and is temporarily cached with the
client party, for example, on personal computers, game consoles, laptops and smartphones».[14] The IEEE, investigating
the prospects of developing cloud computing drew a parallel between this technology and the Internet. In Russia, the
following IEEE companied operate in Siberia, Northwest (St. Petersburg) and Central Russia (Moscow)[15].

The Strategy of the development of the information society in the Russian Federation for the years 2017-2030[10]
defines the notion of "cloud computing™ as an model of information technology, by use of the Internet, for ubiquitous and
convenient access to a common set of configurable computing resources (“'cloud™), data storage devices, applications and
services which can be quickly provided and freed from the load with minimal operating costs or practically without the
participation of the provider. Cloud computing is considered to be a platform, which provides various different services.

However, it is only classified in the technical sphere, and so the following classification of cloud computing is
accepted:

1) SaaS (Software as a service) — in this case the user of cloud computing is granted the right to use and access the
necessary software.

2) laaS (Infrastructure as a Service) — the user of cloud computing is granted the right to use the provider’s hardware-
software complex for work and data storage.

3) PaaS (Platform as a Service) — the user of cloud computing is granted the right to use a hardware-software complex
for to development, testing, expansion and support of web applications.

On 2013, the Russian Federation service for technical export control (FSTEC) set out project the State standard
which defined the cloudy services such as:
Hardware as a service (HaaS);
Safety as a service (SecaaS);
Business process as a service (BPaaS);
Data as a service (DaaS);
Trust as a service (TaaS);
Infrastructure as a service (laaS);
Cloud development environment as a service (CDPaaS);
Communication as a service (CaaS);
Platform as a service (PaaS);
The connection as a service (CnaaS);
Transparency as a service (TraaS);
Workplace as a service (WaaS).

In this article we will not consider the questions of processing of the state secrets or publicly accessible data by the
CC. Of course, answers to the above questions are linked to category owner of cloud, whether they are a state or
individuals , so cloud computing depending on the subject to whom they belong, can be public or private. Public clouds
belong to the state authorities or the local council.

Furthermore, public cloud data may be better protected than the private cloud computing. The cloud technology can
belong to foreign or Russian ISPs. Information can be public or have limited access (ch.2 Art. 5 of Federal law
«Information, Informational Technologies and Protection of Information»). Limited access information can be personal
data, «know-how» and secrets data importation from companies, and is regulated only by the Federal legislation.
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2. Legal regulation on use of personal data in Russia

In 2014, a Russian Advisory council from the Ministry of Telecoms and Mass Communications was created to
improve the development and implement a state policy and standard and legal regulation of cloud computing. The
Advisory council aimed to develop suggestions for improving the legislation for cloud computing; ensure the regular
interaction of the Ministry of Telecoms and Mass Communications with the expert community on cloud technologies.[2].

Experts in the technical sphere claim that it is impossible to ensure the absolute safety of these technologies. [18]
Noriswadi Ismail has also written about these problems. [21], P.250]

We consider the difficulties that legislation encounters when trying to ensure the protection of limited access data,
such as personal data[19]. As Angela Adrian remarks, “how should legal rules change to accommodate the new
communication technology? If cloud computing does not alter our fundamental values, how should legal rules adapt and
change in order to maintain our current values? What should the substance of our rules be in light of the changing
environment for the actors in the cloud? [17], P.49]

According to Art. 7 of the Russian Federal law «On personal data» [5] «the operators of personal data and other
persons who accessed to personal data are obliged not to disclose this information to third parties and not to impart
personal data without consent of the subject of personal data . The other cases must be provided by the laws».

What ought to be done if information is stored in a foreign cloud?

According to item 11. Art. 3 of the Federal law «On personal data» the cross-border transfer of personal data is the
transfer of personal data to the territory of the foreign state, to the authority of the foreign state, to a foreign national
person or the foreign legal entity.

Therefore, we can understand the cross-border transfer of personal data as the transmission of personal data of any
person from the Russian Federation to a foreign person abroad. For example, when any person is filling in a form online
to purchase goods from a foreign seller.

Art. 19 of the Law «On personal data» states that the Russian operator of personal data has to establish in the
agreement with the foreign handler of the information, the duty to comply with the confidentiality of personal data, to
ensure to safety of personal data, and also to comply with other requirements to protect the personal information.
According to item 3. Art. 12 of the Law «On personal datay the operator of personal data must be convinced that the
foreign country to which the data are transferred provides an adequate protection of the people’s rights to their personal
data. The Federal law «On personal data» specifies that states can be submitted as two groups of countries:

1) Member countries of the Convention for the Protection of Individuals with regard to the Automatic Processing of
Personal Data (1981); (This Convention came into force in the Russian Federation on September 1, 2013) [11]

2) Countries which are not the party to the Convention for the Protection of Individuals with regard to the Automatic
Processing of Personal Data (1981), but which are listed as foreign states which provide adequate protection of the
people’s rights to their personal data. This is such countries®.

The Russian Ministry of Telecom and Mass Communications in unofficial letter on May 13, 2009 explained that
«the adequacy of protection means that foreign state provides the level of security of people’s rights to their personal data,
not below the standards provided in Russia. One of the assessment criteria of the state in this aspect is ratification of the
Convention for the Protection of Individuals with regard to the Automatic Processing of Personal Data (1981)» [12]

However, if the cross-border transfer of personal data is being carried, out in foreign states which are not providing
adequate protection people’s rights to their personal data, then the operator of personal data must receive, in written form,
that consent person’s for their personal data to be transferred. This relationship between foreign ISP (operator of personal
data ) and the owner of personal data is regulated by two the Russian laws. They are the Federal law «On personal data»
and the Federal law «On electronic signaturess». [7]

Accordance with part. 4 Art. 9 of the Federal law «On personal data» the participants in the relationship have the
right to use an electronic signature to create a written form of their agreement. Art. 4 of the Federal law «On electronic
signatures» defined the rights of parties in the electronic interaction to use any information technology and (or) the
technical means, to apply an electronic signature. However, the Federal law «On electronic signatures» requires that
participants (operator of personal data and the owner of personal data ) must approve of these actions. This approval can
be placed on the main web page of the cloud operator which handles personal data (ISP of personal data) on the conditions
of using the type electronic signature and the technologies. The subject of personal data must agree with these conditions.

Although, there is another opinion, Kanashevsky V. writes that sending an e-mail message of the Russian’s users to
the foreign cloud ISP's of personal data no is electronic document signed the electronic signature. «The foreign operator
potentially can be brought to civil liability in accordance with Russian law. In connection with this action, the claim for
the damages and compensation for moral damages can be brought to the foreign operator. (Art. 17 of the Federal law «On
Personal Datay). [20]

! Australia-Australian alliance; The Argentine Republic ; The State of Israel; Canada ; Kingdom of Morocco; Malaysia; United Mexican States ;
Mongolia ; new Zealand; The Republic of Angola ; The Republic of Benin ; The Republic of Cape Verde ; The Republic of Korea ; The Republic of
Peru ; The Republic of Senegal; Republic of Tunisia; Republic of Chile; Hong Kong Special Administrative Region of the People's Republic of China
; The Swiss Confederation // The Order of the Federal Service for Supervision of Communications, Information Technology and Communications of
March 15,2013 Ne 274 ”On approval of the list of foreign countries that are not parties to the Convention of the Council of Europe Convention on the
Protection of Individuals with regard to Automatic Processing of Personal Data, and provide adequate protection of human subjects personal data” //
http://www.garant.ru/products/ipo/prime/doc/70268490/#ixzz3E8YWESIQ
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This opinion is erroneous. Firstly, the Federal law «On electronic signatures» points directly to the recognition of
foreign electronic signatures. Article 7 of this Federal law indicated that «if the electronic signature is created in
accordance with the law of a foreign state and the international standards then it is being recognized in the Russian
Federation as the electronic signatures of the type which correspond the Federal law «On electronic signatures». Also,
according part 2 of Art. 7 of the Federal law «On electronic signatures» an electronic document signed by electronic
signatures cannot be regarded as illegal only on the basis that the key's certificate of the electronic signature verification
is issued in accordance with the rules of the foreign law. [7]

Secondly, part 2 of Art. 9 of the Federal law «On personal data» determines that consent of the subject of personal
data can be given in any form which allows officially confirm receiving this consent.

Thus, the Federal law «On personal data» and the Federal law «On electronic signatures» define the legal conditions
of recognition the consent.

However, be aware that Federal law «On personal data» allows to the ISP (operator) of personal data to not obtain
the consent of the subject of personal data if cross-border transfer of personal data is carried out «for the execution of the
contract. And party to this contract is the subject of personal data (person) » (part 4 Art. 12 of the Federal law «on Personal
Data »). Thus, this Federal law indicates the presence of the preliminary agreement on cooperation.

In addition, there is one additional exception by which the telecom operator does not have to obtain the consent of
the subject personal data. So, in 2013, the Russian Federal law «On communications» was changed [8] [Federal law «On
Communications»]. Art. 53 of this law was added the right of the telecom operator This right allows to the telecom
operator entrust the processing of personal data to third parties without received the consent of person on this. But only,
if the telecom operator processes the parties’ personal data in according with contract for the provision of
telecommunications services. And (or) the telecom operator acts for the implementation of the rights and legitimate
interests of the service provider or the citizen. However, the Federal law «on Communications» did not disclose whether
the operator must warn of the fact that personal data was processed by a third party.

Thus, the opinion about the complexities of the processing of personal data by the foreign cloud ISP (or operator of
personal data) is a fallacy in most cases.

In 2013-2014, the total transmission model (provision) of personal data to external operators was changed in Russia.
Expanded the list of cases in which the consent is not required of the subject of personal data on processing his data by
third parties.

3. Ensuring the technological security of the transmission and processing of personal data.

Of course, the cross-border transfer of data is associated with problems of the ensuring the technological security of
the transmission and processing of personal data. However, here it is necessary to take into account the opinion of
technical experts, who believe that there are no absolutely safe technologies. Furthermore, there is a problem of difficulty
of selecting a required standard of the existing standards. For example, in the report of the Europe Commission are
indicated a problem of the difficulty in the selection of standards: “a jungle of standards generates confusion by, on one
hand, a proliferation of standards and on the other hand a lack of certainty as to which standards provide adequate levels
of interoperability of data formats to permit portability; the extent to which safeguards are in place for the protection of
personal data; or the problem of the data breaches and the protection against cyberattacks...» [27]

But here it is necessary to bear in mind that there is no legal prohibition on the choice of the standards on the territory
of the Russian Federation countries. The Federal Service for Supervision of Communications, Information Technology,
and Mass Media (Roskomnadzor) of the Russian Federation accepted the «Methodical recommendations on the choice
of methods of depersonalization of personal data». [16] In this methodical recommendations are submitted various
methods to anonymize personal data. In case the depersonalization of personal data, the complexity of the selection
standards is eliminated.

Providers of cloud services must address the questions of data security. Technological complexity of security in the
cloud is that the virus-infected file from one client allows to infect this virus other connected and non-performing clients.
In connection with this, there is the danger of cracking data is stored in the cloud. The responsibility for protection lies
on the provider. Users of cloud services need to be sure that the provider is using security tools that reduce the likelihood
of offending. The provider of cloud services should allow the user to check the level of protection and should to record
the actions of all actors who have gained access to the cloud.

If there are no special requirements of the law, an owner of cloud computing can voluntarily be audited and certified
by the ISO / IEC 27001: 2005 and (or) SAS 70 Type Il and Type I.

The European Network and Information Security Agency (ENISA) proposed using 1SO27001. Moreover ENISA
pointed out that «all suppliers must demonstrate compliance. They are NOT required to be accredited but compliance is
verified through yearly submission of their information security management system and associated policy documents.

In Russia, according to the Order of the Government of the Russian Federation of 22.02.2012 Ne238-p OJSC
«Rostelecomy appointed as the sole executor for the further creation and development of complex information technology
and telecommunications infrastructure and e-government for 2012-2014.

«Rostelecom» must execute the list of activities of the Russian state program «Information Society (2011 - 2020
years)». This program include the development of the portal of public services, the development of a common space of
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trust in electronic signatures, the development of interagency electronic interaction and a single identification system. It
is planned that «Rostelecom» will engage the development of mechanisms which enable the use of mobile devices for
access to e-government services and to the state-mail address which using for the interaction between citizens and
government agencies.

The «Rostelecom» must create the common directories and the qualifiers for the state information systems and it
must create the projects such as «Electronic Registry Office», «E-Region» and «E-democracy». The basis for the
implementation of these systems is cloud computing platform. The project offers infrastructure and software as a service
(laaS and SaaS).[16]

Strategy of development of branch of information technologies in the Russian Federation for 2014-2020 and on
prospect till 2025 provides creation of a national platform of cloud computing.[9] For these purposes the State defines
itself as the customer of these works in the Russian market of information technologies.

The «Rostelecom» has developed and has launched cloud platform in August 2011. This platform helps the
“Rostelecom” in selling their computing resources and software to third-party. In the future, this platform can be an
integrated into the national platform of cloud computing.

Currently, in the Russian Federation plans to create seven powerful data centers, on the basis of which will be
provided the cloud services for government agencies and academia. Including, the public services platform «Gospriklad»
was developed for the provision of public services. [23]

4. Conclusion

The Decree of the Government of the Russian Federation of July 20, 2011 N 1275 p approved the Concept creation
and development of an integrated information system of state management of public finances «Electronic budget». This
Concept is recommended to the executive authorities of the Russian Federation and local authorities for the development
of systems of public (municipal) finance. The subsystems of the system «Electronic budget» will be available as service
subsystems for use by the subjects of the Russian Federation, the municipalities or the government sector organizations
on a pro bono basis. The subsystems of the system «Electronic budget» will be submitted as model of «software as a
service» (SaaS).

Single portal of the budget system of the Russian Federation will consist of closed and of open parts.

The open part of the portal is being provided as a public information resource, providing free access to the regulatory,
statistical and analytical information in the management of public finances.

The storage and the processing is being carried out in a centralized service of the system «Electronic budget» which
is a source of information to be placed in the open part of the portal.

Closed part of the portal consists of a «private offices» available to users with the appropriate powers and which
have keys of an electronic signature certificates. Closed part of the portal is the single point of user access to the functions
of centralized and service subsystems «Electronic budget». This system includes a single, unified system of management
of user access levels depending on their powers for the all functions of subsystems «Electronic budget».

The government services will be available to users cloud platform in the areas applications of the medicine, housing,
energy, transport and others. In addition, the online service has created for work with documents.

Unfortunately, in the Russian Federation there are not many examples of the use of models of public services based
on cloud computing. Although, with 2013 in Russia is being actively implemented the idea of cloud computing in
government.

Thus, we need to understand the technology and their reliability before using cloud technology. The ISP of cloud
computing should prescribe in the contract the level of service. Of course, the using the cloud computing has
disadvantages which carry new risks. These risks are actually as Russia and other country.

Firstly, the user does not own or have not access to the inside the cloud. Safety of the user data is highly dependent
from the company's ISP.

Secondly, there are no generally accepted standards in the direction of cloud computing security.

Originally, the owner of the «cloud» developed the standards of the safety. He is free to choose the models and
mechanisms of protection.

Thirdly, there is no definite answer about the responsibility of the subject providing the service to the user.

Fourthly, ISP of personal data must ensure conditions of use of electronic signatures.

The results of this study will be used in further science researches that aimed at identifying approaches to organizing
and securing the digital economy in Russia.
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